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Abstract
Effective reliability assurance is essential for ensuring the safe, dependable, and cost-efficient
operation of modern engineering systems. Over the decades, researchers and practitioners have
developed a wide range of methodologies, evolving from preventive maintenance to predictive
maintenance (PdM) paradigms. This paper presents a comprehensive review of reliability
assurance strategies, with a particular emphasis on the recent advancements in intelligent PdM.
At the core of this new paradigm is the concept of an intelligent agent capable of monitoring
system operations, detecting fault initiation and progression, assessing health conditions,
estimating the remaining useful life of critical components and systems, and autonomously
making maintenance decisions regarding spare parts provisioning and scheduling. The reviewed
approaches are categorized into three major types: statistics-based methods, physics-based
methods, and intelligent methods. Special focus is given to intelligent methods, including
aspects of data sources (e.g. vibration, image and video, acoustic emission, ultrasonic, and
current signals), analysis approaches (rule-based, statistical, physics-based, shallow and deep
learning approaches), and target equipment (batteries, bearings, gas turbines, wind turbines,
chips, and mechatronic systems). Real-world applications in sectors such as high-speed rail,
aerospace, and nuclear energy are also discussed. The paper concludes by highlighting key
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research challenges and prospects, including data standardization, security and sharing, edge
computing, data fusion algorithms, reasoning under uncertainty, quantifiable decision-making,
large-scale foundation models, and digital twins for further development of intelligent reliability
assurance solutions.

Keywords: intelligent reliability assurance, predictive maintenance,
prognostics and health management, engineering system

Abbreviations

AI Artificial intelligence
CBM Condition-based maintenance
CM Condition monitoring
CNN Convolutional neural network
DL Deep learning
DT Digital twin
IoTs Internet of Things
ISO International Organization for Standardization
ML Machine learning
FMEA Failure mode and effect analysis
NN Neural network
PHM Prognostics and health management
PM Preventive maintenance
PdM Predictive maintenance
RCM Reliability-centered maintenance
R&D Research and development
RM Reactive maintenance
RUL Remaining useful life
SCADA Supervisory control and data acquisition
SVMs Support vector machines

1. Introduction

Today’s society relies on the safe, reliable, and cost-effective
operation of a diverse array of engineering systems, includ-
ing transportation [1], energy infrastructure [2], manufacturing
[3], and medical systems [4]. These engineering systems serve
as the backbone of economic growth and societal develop-
ment. Over the years, significant advancements have been
made to enhance the reliability and safety of engineering sys-
tems, including reliability-based design, improved manufac-
turing technology [5], advanced monitoring techniques [6],
and systematic reliability practices [7]. However, system fail-
ures and operational disruptions still occur due to unforeseen
environmental conditions, human errors, aging infrastructure,
and inadequate maintenance strategies, leading to significant
safety risks, financial losses, and environmental damage [8].

To ensure the reliability of engineering systems, research-
ers, engineers, and practitioners have developed and imple-
mented various maintenance strategies over the centuries. The
earliest naïve approach is the so-called RM, wherein a fail-
ure event triggers equipment repair and maintenance while no
preventive measures are taken at all. Later, as lifetime data are
obtained from field and laboratory testing, lifetime distribu-
tions and reliability theory have been developed to determ-
ine PM intervals. With further development in measurement
and sensing technology, reliability theory, and computing

technology, approaches such as CBM, RCM, and PdM have
appeared. PHM serves as a key enabling technology for CBM,
RCM, and PdM. PHM provides a sensor data-driven analyt-
ical framework that encompasses tasks such as CM, fault dia-
gnosis, RUL prediction, and maintenance decision optimiza-
tion. Figure 1 illustrates the development progress of main-
tenance practices relying on the rising data volume, variety,
and complexity [9]. In the following, we provide additional
descriptions of the strategies shown in this figure.

Traditional maintenance approaches are based on statistical
distributions that describe the lifetime behavior of a population
of similar objects (referring to a component or a system) under
specified loading conditions as a function of usage measured
in clock time, loading cycles, kilometers, or other measures
as appropriate. The risk of failures and the cost of carrying
out preventive actions are balanced to come up with appropri-
ate maintenance strategies, including RM, usage-based PM,
usage-based preventive replacement, and periodic inspections
[10–12]. These approaches are designed predominately based
on the lifetime distribution of a population of similar objects
with a limited understanding of failure mechanisms and inad-
equate inspection and diagnostic tools, and applied to all indi-
vidual units of the population. Thus, oftentimes redundant
inspections and/or over-maintenance are performed, causing
high maintenance costs and service interruptions, which result
in negative economic and societal impact [12, 13]. However,
many of these traditional approaches have been codified into
standards of many industries, and these maintenance practices
are often costly. For example, the maintenance costs in wind
farms [14], the mining industry [15], and nuclear power plants
[16] were over 20%, 30%, and 60% of the total lifecycle costs
of the assets.

The concept of CBM refers to ‘a preventive action carried
out before failure, but initiated as a result of the knowledge
of the real conditions of the components, obtained through
regular or continuous monitoring’. Modern terms following
this line of thinking are called PHM and PdM. PHM is the
approach of ensuring the reliable operation of an engineering
system that (1) uses the knowledge of the operation physics
of the system including its failure modes and vital signs, (2)
acquires relevant data during its operation including loading
and usage profile, past maintenance actions, and responsive
data such vibration, temperature, and acoustics as appropri-
ate, (3) analyzes such data to assess its dynamic health condi-
tion by detecting fault initiation, diagnosing fault location and
fault type, and quantifying the degree of its health deteriora-
tion, (4) predicts the future degradation trends and estimates
the RUL of the running equipment, and (5) provides optimal

2



J. Reliab. Sci. Eng. 1 (2025) 032004 Topical Review

Figure 1. The development progress of maintenance strategies.

preventive decisions including when and what maintenance
actions are to be performed. A successful PHM program relies
on advanced algorithms that can process diverging types of big
data in real-time and generate accurate assessment results and
optimal decisions. The R&D under the paradigm of PHM has
been going on for decades with significant achievements in
all of its five aspects including failure modes and reliability
behavior of new engineering materials and systems, advanced
sensors capable of capturing accurate high-frequency data of
various signals, signal processing algorithms for fault severity
assessment and fault diagnosis, cyber-physics models for RUL
prediction, and maintenance strategy optimization.

Recent advancements in AI have propelled the develop-
ment of intelligent PHM by providing effective and timely
PdM suggestions and decisions, particularly for large-scale
and complex systems [17–19]. AI dynamically learns from
complex and evolving datasets, enabling it to identify subtle
patterns, adapt to changing conditions, and optimize decision-
making in real-time [20, 21]. AI also excels at solving large-
scale problems by approximating global solutions through
deep reinforcement learning and leveraging simulation envir-
onments for risk-free optimization [22–24]. It is capable of
adapting solutions across diverse scenarios and domains using
transfer learning, enabling efficient decision-making in com-
plex systems [25, 26]. For example, Ong et al [25] utilized
deep reinforcement learning to solve PdM problems in the
industrial IoT, achieving a 58% reduction in the training time
of the deep reinforcement learning network through the integ-
ration of transfer learning and expert demonstrations.

The performance of engineering systems is inherently
multifaceted, encompassing functionality, safety, reliability,
and sustainability [27–29]. These aspects are interdependent
and collectively determine the overall effectiveness of a sys-
tem. Functionality ensures that the system fulfills its inten-
ded purpose. Safety safeguards against hazards to humans
and the environment. Reliability minimizes downtime and
disruptions. Sustainability emphasizes resource efficiency

and environmental stewardship. AI-driven methodologies are
uniquely positioned to address these dimensions holistically.
By integrating real-time data, predictive analytics, and optim-
ization algorithms, AI can enhance system performance across
all these metrics.

The paradigm of RCM provides a logical framework for
selecting maintenance strategies based on failure modes, oper-
ating conditions, and asset criticality to achieve the desired
reliability levels. ISO denotes asset management as ‘coordin-
ated activity of an organization to realize value from assets’
and realization of value normally involves a balancing of costs,
risks, opportunities, and performance benefits [30]. These
organization-level guidelines are the umbrella under which we
develop and adopt maintenance strategies to ensure the safe,
reliable, and cost-effective realization of functions and ser-
vices of engineering systems.

This survey focuses on AI-powered intelligent reliab-
ility assurance methodologies. By establishing an indus-
trial closed-loop framework for ‘diagnosis—assessment—
decision-making’, it analyzes their reliability assurance mech-
anisms in complex engineering systems, while uncovering
technological evolution paths and bottlenecks spanning data
standardization, edge computing, to DTs. To streamline sub-
sequent discussions of the ever-evolving reliability assurance
strategies, we categorize them into three groups, namely,
statistics-based methods, physics-based methods, and intel-
ligent methods, based on their main underlying principles.
Statistics-based methods are characterized by their reliance
on historical failure data and probabilistic modeling tech-
niques, such as lifetime distributions and regression analysis,
without explicitly utilizing degradation and failure physics.
Physics-based methods are grounded in deterministic models
derived frommaterial science and failuremechanics, including
stress–fatigue equations and crack propagation laws, which
directly capture the physical mechanisms of failure. Both
statistics-based methods and physics-based methods are later
referred to as traditional methods. Intelligent methods are the
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future of reliability assurance as they utilize real-time, data-
driven algorithms—such as ML and deep learning—to per-
form dynamic health assessment, integrate multi-source data,
and support autonomous decision-making. Intelligentmethods
are also referred to as hybrid approaches as they are capable
of incorporating knowledge in lifetime distributions and fail-
ure physics.

The remainder of this paper is rolled out as follows.
Section 2 reviews the traditional reliability assurance
approaches, which are generally statistics-based and physics-
based. Section 3 reviews intelligent PHM methods encom-
passing data acquisition, fault detection and fault diagnosis,
health assessment and RUL prediction, and maintenance
decision-making. Section 4 covers a few applications of the
PHM approach in real-world scenarios. Finally, section 5
provides a summary and points out future R&D directions.

2. Traditional reliability assurance approaches

2.1. Statistics-based methods

(1) PM
Traditionally, reliability researchers and practitioners adopt
the belief that objects of the same design, manufactured the
same way, and used under the same environment have sim-
ilar lifetimes. Their lifetimes are not the same because there
are variations in material properties, manufacturing processes,
operating conditions, and operating environment. This uncer-
tainty in the lifetime of a population of identical objects
has predominantly been described by a random variable.
Reliability has commonly been defined as the probability
of an object performing its intended functions satisfactorily
under specified operating conditions for a specified period of
time [31].

Mathematically, the lifetime of a component is denoted by
a random variable T, whose definition domain is non-negative
real numbers. This random variable T is characterized by
its probability density function fT(t), cumulative distribution
function FT(t), and reliability function R(t). The reliability of
such an object is defined as the probability that its lifetime T
is not shorter than a specified time duration of length t, and
mathematically expressed as:

R(t) = Pr{T⩾ t}= 1−FT (t) = 1−
ˆ t

0
fT (u)du. (1)

Based on this definition, several reliability measures have
been derived from the statistical point of view, such as the
mean time to failure which is the mathematical expectation
of random variable T, and the failure/hazard rate function λ(t)
which is the probability of an object failing in the next instant
of time given that it has been functioning satisfactorily up to
time length t.

Under this paradigm, the uncertainty in the lifetimes of
identical objects in the same population is quantified only
by the statistical nature of T. This means that different types

of objects may follow different types of lifetime distribu-
tions. Typical statistical distributions that have been used to
represent lifetime distributions include the normal distribu-
tion, lognormal distribution, exponential distribution, uniform
distribution, Weibull distribution, and Gamma distribution.
Among these types of distributions, the Weibull distribution,
capable of modeling increasing failure rate, decreasing failure
rate, and constant failure rate patterns of objects, is the most
extensively used one in reliability applications [32].

To characterize the randomness in the lifetime of a pop-
ulation of identical objects, one needs to have available an
adequate number of observed lifetimes or failure times of such
objects. Regression analysis can be performed on these data
to find the distribution type with the best goodness-of-fit and
obtain its corresponding parameter estimates. Data from both
laboratory testing and field cases may be used for fitting life-
time distributions; however, the data must be for the same type
of objects working under the same operating conditions.When
failure data under real operating conditions are inadequate,
researchers have also reported approaches for using censored
data and accelerated life testing data to obtain the appropriate
lifetime distributions [33].

In addition to measuring lifetime with clock time, such
as hours and years, other measures have also been used, for
example, kilometers traveled have been used to measure the
life longevity of tires, loading cycles have been used to meas-
ure that of structural materials, and volume of liquid pumped to
measure that of pumps. When such measures are used in place
of time measures, we can still use the statistical approach sum-
marized above. We still refer to the distributions as lifetime
distributions.

Based on statistical lifetime distributions, maintenance
strategies such as PM, preventive replacement [34], opportun-
istic maintenance [35], and group maintenance [36] have been
developed. Optimal time intervals have been determined and
used to carry out such preventive measures to ensure the reli-
ability of the target components and systems, considering the
costs of failure and costs of maintenance actions. PM aims to
restore deterioration within a system before the system fails or
loses functionality. Whenever maintenance actions are being
performed, opportunistic maintenance takes advantage of the
system downtime to inspect other relevant components of the
system and perform additional maintenance actions as needed
with the aim of improving the overall health of the system, pre-
venting possible future failures, and reducing overall mainten-
ance costs. Groupmaintenance schedules maintenance actions
on a group of objects together so that maintenance resources
are efficiently utilized, covering multiple assets within a short
concentrated downtime of these components and systems.

The approaches outlined above are often referred to gener-
ally as PM. This approach has been utilized in various industry
standards and is the most widely used maintenance strategy
in practice. The main reasons for its widespread adoption
include rigorous statistical theory, ease of scheduling mainten-
ance resources, and lack of accurate and economical methods
to assess the health condition of engineering systems in use.
This approach is very effective when adequate failure data are
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available and the fitted lifetime distribution has a small stand-
ard deviation. When either of the two conditions is not met,
researchers have made various efforts to utilize CM data and
expert knowledge.

When failures are not self-revealing, for example, for emer-
gency devices that are usually not needed, the periodic inspec-
tion approach has been developed to discover hidden fail-
ures. Periodic or sporadic inspection intervals may be fol-
lowed based on knowledge of the lifetime distributions of
such devices. There are reported optimal periodic inspec-
tion interval determination methods. The optimization of peri-
odic inspection intervals plays a pivotal role in minimizing
maintenance costs and enhancing the efficiency of such a
system [37]. For various system structures and failure mech-
anism models, the optimal periodic inspection interval may be
determined based on heuristic algorithms, genetic algorithms,
and other intelligent algorithms [38, 39].

The periodic inspection approach helps reveal hidden fail-
ures. They are also useful in helping assess the health status of
the inspected devices. In this case, the approach also matches
the philosophy of PHM and PdM.

(2) Degradation analysis
Once a system is put into operation, if its health degradation
can be observed in some way during the operational stage and
there exists a degradation threshold exceeding which means
the system’s functional failure, the reliability of the system
can be defined in terms of this degradation measure. With
D(t) denoting the measured degradation magnitude at time
instant t and ω denoting the maximum allowed degradation
threshold, the reliability function of this system at time t can be
expressed as:

R(t) = Pr{inf {t1|D(t1)⩾ ω, t1 > 0}> t} , (2)

where inf{t1|D(t1)⩾ w, t1 > 0} is called the first hitting time.
Regression models have been used to fit degradation curves
when a degradation observation series is available [40]. Tire
tread wear and cutting tool tip wear are good indicators of
the degradation of such components. For many engineering
systems, such degradation is difficult to quantify and/or dif-
ficult to measure without interrupting the use of the systems.
However, assuming that degradation measurements are avail-
able, many theoretical advancements have been made.

A key challenge of the shift from lifetime-based reliabil-
ity assessment to degradation analysis is the accurate determ-
ination of the threshold of the observed degradation para-
meter. One approach is through the integration of degrada-
tion thresholds with survival analysis models, which estim-
ate failure probability given a degradation trajectory. Another
strategy is to establish empirical correlations between degrad-
ation indicators and functional failure time using historical
data and ML techniques. Additionally, hybrid models com-
bining statistical lifetime distributions and degradation-based
reliability assessments have been reported to enhance predict-
ive accuracy. These efforts aim to refine the mapping between
degradation progression and the actual onset of system failure.

Stochastic process models with the s-independent incre-
ment property, such as the Wiener process, Gamma process,
and inverse Gaussian process, have been employed to model
the degradation behavior, i.e. D(t), of engineering systems
[41]. Various stochastic process models addressing issues
such as unit-to-unit heterogeneity, bi-variant and multi-variant
observations, and multiple phases of degradation have been
reported [42–44]. The pre-specified degradation threshold ω
which correlates degradation to functional failure is difficult
to determine. In addition, it could be a random variable or a
stochastic process by itself [45].

The aforementioned models treat the degradation behavior
as a continuous-state stochastic process. In some engineer-
ing scenarios, a system may exhibit multiple discrete health
states distinguished by either performance capacity or dam-
age severity, and these are the so-called multi-state systems.
The degradation behaviors of multi-state systems and their
constituent components have been modeled by discrete-state
stochastic models, such as the Markov model, semi-Markov
model, and hidden Markov model [46]. Compared to tra-
ditional binary-state systems, which have only two possible
states, either perfectly functioning or completely failed, reli-
ability assessment for systems with a multi-state nature is
more challenging. Graph-based methods and analytical tools,
such as universal generating function, Bayesian network, and
decision diagram, have been developed to assess system reli-
ability by mapping components’ state combinations to system
states [46].

(3) Approaches when failure data are limited
Directly confronting the issue of a lack of failure data or a
lack of lifetime data, researchers have utilized alternative lines
of thinking [47]. Bayes’s theory has been employed to integ-
rate the prior knowledge from experts’ experience or similar
engineering systems with limited field failure data of the tar-
get device to obtain the posterior reliability distributions [48].
Several non-probabilistic approaches, such as fuzzy set theory
[49], interval analysis [50], Dempster–Shafer evidence theory
[51], and probability boxes [52], have been used to quantify the
so-called epistemic uncertainty due to lack of knowledge/data
in reliability assessment. Experts’ knowledge and reliability
data collected across multiple hierarchical levels of engineer-
ing systems have been merged to achieve system-level reli-
ability assessment [53, 54]. Challenges faced in this scen-
ario, including data overlapping, data dependency, and con-
flict of imprecise knowledge from multiple sources, have to
be addressed [55, 56].

Summarizing the materials presented earlier in this section,
we can see that lifetime data have been utilized to fit life-
time distributions, capturing the uncertainty in the lifetime
of identical objects. Such distributions have been used to
optimize PM (e.g. inspection intervals) in engineering sys-
tem reliability assurance. When failure data are insufficient,
expert knowledge, information fusion, and Bayesian theory
have been used to generate knowledge and models to enable
the development of appropriate maintenance decisions for reli-
ability assurance. The theoretical development in degradation
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Table 1. The physics-based models for different types of components.

Products type Failure mechanism Physics-based models Mathematical expression

Electronic
products

Thermal
failure

Arrhenius model [64] L= A× e
Ea
kT

Eyring model [65] r= kT
h × e

∆S
R × e−

∆H
RT

Power law model [66] L= B× S−n

Electrical failure Electro-migration model [67] MTTF= A · j−n · exp
( Ea
kT

)
Mechanical products Fatigue failure Basquin model [68] σa = CN−b

f

Coffin–Manson model [69] Nf = C× (∆εp)
−m

Halford model [70] ∆ε
2 =

σ ′
f

E (2Nf)b+ ε ′
f (2Nf)

c

Marco–Starkey model [71] ∆γ
2 =

τ ′
f

G (2Nf)b+ γ ′
f (2Nf)

c

Wear failure Archard model [72] Z= k Fv
AsH

Crack growth model [73] da
dN = C(∆K)m

Creep failure Power law creep model [74] ε̇= Aσn

Sinusoidal creep model [75] ε̇= Asinh
(

σ
σ0

)
Corrosion failure Uniform corrosion model [76] m= MIt

nF

Paris model [77] da
dN = C(∆K)m

Fracture failure Stress–strength model [78] F= P{C< S}= ∫∞
−∞ fC(c) [∫∞

C fS(s)ds]dc

Norton model [79] ε̇= Bσn

analysis is very much in line with the philosophy of PHM and
PdM for data-driven approaches for reliability assurance.

Fuzzy set theory, interval analysis, Bayes theorem, and
Dempster–Shafer evidence theory all provide innovative ideas
for data and information fusion. With the advancement of
sensing technology, communication technology, computing
technology, and AI in today’s society, we are in the era of
being able to fully utilize various types of knowledge and
data, including abstract, descriptive, photos, videos, high-
frequency measurements, and failure data. PdM for operating
engineering systems has the largest opportunity to realize its
fullest potential in cost-effective assurance of the functional-
ity, safety, and reliability of engineering systems.

The philosophy of RCM is now as useful as before. We can
choose and deploy the right maintenance strategy to the right
application scenario, be it RM, preventive replacement, PM,
periodic inspection, online continuous CM, or redesign. The
upcoming intelligent PHM agent is capable of safeguarding
the reliability of each heterogeneous individual engineering
system [57].

2.2. Physics-based methods

The statistics-based methods reviewed in the earlier section
rely on the premise that the operating condition or the load-
ing condition is relatively stable or within a narrow-specified
range. The loading conditions of an object may be thermal
stress, mechanical stress, electromagnetic stress, fluid stress,
or chemical stress. When an engineering system is in field
operation, its stress is rarely constant and often has a wide
fluctuation range. Such stress variations cause the lifetime
distributions, which statistics-based methods depend on, to

be inaccurate enough in practical applications. To address
these challenges, researchers have studied stress physics, fail-
ure modes, and their lifetime implications on certain mater-
ials. Physics-based methods aim to capture the relationship
between the lifetime of a type of object and its stress levels.

For electronic products, their failure modes may include
corrosion, fatigue, and electromigration [58]. For mechanical
components, their failure modes may include material yield,
stress fracture, corrosion, wear, creep, shock, and fatigue [59].
Many studies have been conducted to model degradation phe-
nomena by physics-of-failure methodologies under different
stress conditions [60, 61]. Physics-based models have also
been utilized to model the degradation processes/failures of
mechanical components, such as bearings, rotors, and gears
[62, 63]. For different types of products, their common failure
physics models are shown in table 1.

The equations in table 1 provide empirical relationships
between the corresponding average life and a constant stress
level. In field applications, a component or material may
experience different stress levels throughout its lifetime. If one
can record and divide the experienced stress of amaterial into n
levels, that is, s1, s2, …, and sn, and the corresponding average
lifetimes under these stresses are µ1, µ2, …, µn, respectively,
then the so-called damage accumulation model may be used
to estimate the average RUL (expressed as a percentage) of
mechanical materials using its discrete stress histories, which
can be expressed as [80]:

RUL% = 1−
n∑

i=1

ti
µi
, (3)
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where ti is the time span during which the applied stress level
is si and µi is the mean life or characteristic life of the material
if the applied stress is maintained at the constant level si, for
i = 1, 2, …, n.

The models reviewed above in this section have linked
the average life of the target component or material with the
stress level based on the failure modes and the failure phys-
ics. These models provide the central tendency of a popula-
tion of components under the same level of stress. If the load
histories are measured, recorded, and grouped into discrete
narrow intervals, the damage accumulation model can indic-
ate roughly how much percentage of the average life is left
for this component. The uncertainty in this RUL percentage
depends largely on the standard deviation of the lifetime dis-
tribution of the material under various constant stress levels.
Thus, the physics of failure models provide useful knowledge
on general life consumption due to load, but are incapable
of providing accurate RUL estimation for individual com-
ponents. There are reported efforts to expand the physics-
based models into probabilistic physics-of-failure models that
provide rigorous frameworks accounting for such uncertain-
ties and model inaccuracies [81, 82].

Generally speaking, the philosophy of physics-based mod-
els reviewed in this section is in line with the philosophy of
PHM and PdM, as the loading histories experienced by the
target components are used in maintenance decision-making
for the objective of reliability assurance [83].

As mentioned earlier in section 1, PHM aims to utilize his-
torical data, current health assessment, and predictive informa-
tion through the process of monitoring the operation of engin-
eering systems, evaluating their dynamic health status, detect-
ing early faults, diagnosing fault types and locations, tracking
the degradation process, predicting future degradation trends,
estimating the RUL, and providing effective timely failure
prevention maintenance actions [84]. In other words, it aims
to utilize knowledge and data in all relevant areas, including
lifetime distributions, physics-based models, and data-driven
models [85].

Traditional reliability assurance methods, while founda-
tional, are increasingly challenged by the complexities ofmod-
ern engineering systems. The dependence of these methods
on stable operating conditions and homogeneous populations
restricts their applicability to systems exposed to variable
loads and heterogeneous environments. Furthermore, these
traditional approaches do not utilize real-time, multi-modal
sensor data, leading to generalized, population-level assess-
ments and decisions that are usually not optimal for indi-
vidual components or systems. However, the emergence of
intelligent reliability assurance represents a paradigm shift.
By integrating real-time data acquisition, adaptive algorithms,
and autonomous decision-making, intelligent PHM enables
PdM tailored to individual system conditions. This trans-
ition addresses the limitations of traditional frameworks and
paves the way for intelligent reliability assurance methodo-
logies, which are to be elaborated in detail in the following
section.

3. Intelligent reliability assurance approaches

Some of the methods reviewed above have shown intentions
of coming up with maintenance decisions based on the health
conditions of the target system. To be able to assess the
health status of a running device, we must rely on timely
quality data. Recent advances in sensor technology and com-
munication technology have enabled the collection of huge
volumes of various types of data. Yet, the abundance of data
brings with it new demands in terms of storage, transmis-
sion, and processing. Therefore, an intelligent data acquisition
process—capable of capturing quality data for health assess-
ment and fault diagnosis while minimizing redundancy—is
critical.

The data acquisition process is governed by three critical
parameters: sampling frequency, sample length, and segment
interval (figure 2). The sampling frequency (Hz) dictates tem-
poral resolution, wherein a higher frequency enhances fault
detection sensitivity at the expense of increased computa-
tional and storage requirements. Sample length, defined as
the number of data points per segment, influences analyt-
ical precision, with larger sample lengths improving signal
fidelity but demanding greater processing resources. The seg-
ment interval determines sampling continuity, wherein shorter
intervals are closer to continuous monitoring while propor-
tionally increasing data volume. Collectively, these para-
meters must be selected properly to optimize the trade-off
between detection accuracy, computational efficiency, and
storage costs.

The combinations of these three sampling parameters form
the foundation of two primary data acquisition strategies:
fixed and dynamic (see table 2). Fixed data acquisition uses
fixed values of these three parameters. Dynamic data acquisi-
tion, often enabled by smart sensors, allows real-time adjust-
ments in these sampling parameters based on observed anom-
alies or system operating conditions. Under normal conditions,
low-frequency sampling and long segment intervals reduce
data load. When anomalies are detected, sensors switch to
higher-resolution modes to capture fault-relevant data for in-
depth analysis. Such adaptive strategies maximize data utility
while minimizing consumption of storage and computational
resources.

With appropriate acquisition strategies in place, quality
data becomes available. The approaches like PHM and PdM
can utilize these data to drive improvements in fault detection,
health assessment, RUL prediction, andmaintenance decision-
making, which are to be reviewed in later sections. Figure 3
provides the taxonomy of subsequent sections, which are com-
ponents of the intelligent reliability assurance approaches.

3.1. Fault detection and fault diagnosis

Fault detection refers to the detection of the initiation or early
progression of a certain or a combination of failure modes.
Such faults are in their early stages of development, and they
have not negatively affected the satisfactory performance of
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Figure 2. Data acquisition parameters in a sampling process [86].

Table 2. Comparison of fixed vs dynamic data acquisition strategies.

Strategy Parameter values Advantages Limitations Application

Fixed acquisition Predefined Simple implementation;
consistency

Data redundancy Stable systems

Dynamic acquisition Real-time adaptive
adjustment

High efficiency;
transient response

Needs edge intelligence Dynamic systems

Figure 3. Taxonomy of intelligent reliability assurance approaches.

the system yet. Fault diagnosis refers to the identification of
the dominant failure mode that has caused the health deteri-
oration. The key point here is early fault detection and early
fault diagnosis. Though faults have occurred, failure has not
occurred yet. Such early fault detection and fault diagnosis are
supposed to provide us with adequate lead time to take appro-
priate prevention measures at the right time so that system
failures are prevented, asset value is fully utilized, and over-
all maintenance cost is minimized. In the following, we refer
to fault detection and fault diagnosis methods as diagnostic
methods.

Reported diagnostic methods rely on advanced data
analytics and algorithmic models to capture subtle variations
in system health conditions and rapidly identify the dominant
fault types or fault locations. These methods possess diverse
characteristics depending on the available data types, the
adopted algorithmic techniques, and optimization strategies

targeting specific application systems. Hybrid approaches
that integrate data-driven methods, physics-based models,
and multi-source data fusion offer enhanced adaptability and
robustness while achieving notable progress in uncertainty
quantification.

We next examine reported methods for fault detection and
fault diagnosis from three dimensions, namely, the used data
type, the adopted technical approach for data analysis, and
the monitored equipment object, as illustrated in figure 4.
First, these methods are categorized based on the used data
types such as vibration, image and video, acoustic emission,
and current signals, as well as the fusion of multi-modal sig-
nals. Next, we examine the adopted technical approaches,
including traditional ML approaches and DL approaches.
Finally, we classify these methods according to the applica-
tion objects such as batteries, bearings, gas turbines, and wind
turbines.
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Figure 4. Multi-dimensional taxonomy of fault detection and fault diagnosis methods.

3.1.1. Categorization in terms of types of data used. The
type of data used in diagnostic methods directly determines
the input features of the input data. Different data types have
different characteristics and carry different information codes
about the system’s health and operation conditions. Different
data types may require different data acquisition methods.
Different data types may be suitable for different applica-
tion objects and application scenarios. This section examines
reported applications of vibration signals, images and videos,
acoustic emission signals, current signals, and multi-modal
data fusion in reported diagnostic methods.

(1) Vibration signal
Vibration signals directly reflect the energy fluctuations dur-
ing the operation of machinery, making them particularly suit-
able for rotating and reciprocating machinery. Fault modes
such as wear, impacts, and imbalance often induce changes in
acquired vibration signals, typically manifested in amplitude,
frequency, and phase characteristics of such signals.

The analysis approaches for vibration signals include
time-domain, frequency-domain, and time–frequency domain
techniques. Time-domain methods utilize statistical features
(e.g. mean, variance, kurtosis) to assess the overall signal
characteristics [87–92]. These statistical features are called
time-domain features. Frequency-domain methods employ
Fourier transforms to reveal the periodic components and har-
monic features in the frequency domain, useful for the iden-
tification of typical fault frequencies [93–96]. Such features
obtained in the frequency domain are called frequency fea-
tures. Time–frequency domain methods, such as short-time
Fourier transform and wavelet transform, capture the tran-
sient characteristics and multi-scale features of signals [97–
101], resulting in time–frequency features. Intelligent meth-
ods for vibration signal analysis have used raw vibration sig-
nals, time-domain features, frequency-domain features, and/or
time–frequency features as inputs. For example, CNN can

directly extract deep features from time-series signals or
spectrograms [88], while SVM classifies faults using extrac-
ted time–frequency features [102]. Furthermore, temporal
models such as recurrent NNs excel at processing dynamic
information in long sequences [88], enabling the capture of the
temporal evolution of fault characteristics. In complex work-
ing environments with multiple faults or overlapping fault
frequencies, integrating multi-channel vibration signals [103]
enhances the robustness and generalization capability of dia-
gnostic methods.

(2) Image and video data
Image and video data provide visual images of surfaces and
structures, making them suitable for detecting surface defects
(e.g. cracks, corrosion, wear) and tracking their visual changes
[104–107]. Their high resolution, intuitiveness, and dynamism
are their unique advantages for visual inspection and dynamic
visual monitoring. Thermal images, for instance, can reveal
potential faults induced by friction or overheating, supple-
menting the detection of internal abnormalities [108].

Image-based diagnostic methods utilize image prepro-
cessing to enhance data quality [109] and rely on feature
extraction to obtain key fault characteristics [110]. Image data
are often first transformed into feature-space representations
for fault classification and localization. For example, Yang
et al [104] first preprocessed images to extract crack features
under varying lighting conditions and then employed fully
convolutional NNs for image classification or segmentation to
simultaneously identify and measure various cracks. For ther-
mographic data, extracting thermal distribution features can
reveal potential issues caused by internal friction or thermal
runaway [110]. When video data is available, diagnostic
methods can track the dynamic behavioral changes over
time. Temporal models or 3D convolutional NNs [111, 112]
extract spatiotemporal features from video data, supporting
the accurate detection of fault initiation points. Additionally,
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integrating information from multiple video frames improves
the analysis of complex motion behaviors [113].

(3) Acoustic emission signal
Acoustic emission signals, characterized by high-frequency
properties and strong penetration, are widely applied in detect-
ing material internal defects and early faults. Their effective-
ness lies in their high sensitivity to minute defects (e.g. cracks,
voids) and accurate reflection of internal structural states in
metals and composites.

Time-domain methods have been developed for acous-
tic emission signal analysis to rapidly locate defect posi-
tions and assess the fault severity by analyzing echo delays,
amplitudes, and shapes [114, 115]. Frequency-domain meth-
ods have been used to extract spectral features for quantitat-
ive defect description [116], while time–frequency analysis
methods enhance resolution in complex environments [117].
Ultrasonic data and the corresponding analysis techniques are
particularly suitable for scenarios requiring high precision in
detecting internal defects, such as welds and corrosion [118,
119]. However, their application is costly and susceptible to
energy attenuation and background noise interference [120],
often necessitating integration with other data types for com-
prehensive diagnostics.

(4) Current signal
Current signals have been used for fault detection in motors.
They are easily accessible, cost-effective, and applicable for
real-time monitoring of operating states and fault characterist-
ics. Faults like rotor imbalance or winding short circuits cause
variations in the amplitude, frequency, or phase of the current
signals, providing crucial clues for fault diagnostics, particu-
larly for early fault detection.

Current signal-based diagnostic methods exploit the inter-
action between electrical and mechanical components in
motor-driven systems. Stator turn faults disrupt the uniform-
ity of the electromagnetic field, leading to identifiable second
harmonic distortions in the current spectrum [121]. In con-
trast, power connector faults manifest as transient signal
spikes caused by intermittent contact resistance, which can
be detected using prognosis models [122]. Inverter-interfaced
microgrids experience dynamic instabilities reflected in cur-
rent fluctuations, making transient analysis an effective tool
for fault detection [123]. Moreover, rotor imbalance and bear-
ing faults introduce characteristic modulations in current sig-
nals due to their influence on the motor’s electromagnetic
torque, enabling advanced classification techniques such as
linear discriminant analysis to enhance diagnostic precision
[124]. By leveraging the frequency-domain characteristics of
current signals in conjunctionwithmotor slip estimation, these
approaches improve fault identification and isolation in com-
plex operating conditions.

(5) Multi-modal data fusion
Sometimes, single data types have inherent limitations in dia-
gnostic accuracy and applicability. Multi-modal data fusion
overcomes these constraints by integrating information from

multiple types of data, such as vibration, image, ultrasound,
and others as applicable, thereby providing a more compre-
hensive understanding of system health status.

Reported multi-modal data fusion approaches can be cat-
egorized into data-level fusion, feature-level fusion, and
decision-level fusion. Data-level fusion combines raw data
from different modalities to form a unified dataset, pre-
serving the completeness and richness of each modal-
ity. Representative methods such as signal synchronization
and data alignment have been applied in variable-speed
machinery diagnosis [125] and validated under deep mul-
timodal learning frameworks [126]. Feature-level fusion integ-
rates extracted feature vectors across modalities to capture
cross-domain correlations. For example, Xiao et al pro-
posed a hierarchical fusion framework that unifies multi-
sensor features for rotating machinery diagnosis [127], offer-
ing a structured approach to feature integration. Decision-
level fusion integrates diagnostic results from each modal-
ity through weighted voting, logistic regression, or random
forest methods. These methods have been successfully imple-
mented in multimodal attention-based fault diagnosis [128]
and systematically reviewed in intelligent multi-sensor fusion
contexts [129], offering greater flexibility and computing
efficiency.

Building on the discussed data types, vibration signals
effectively detect mechanical faults but are noise-sensitive.
Image and video data enable visual defect tracking, yet envir-
onmental factors limit reliability. Acoustic emission signals
excel in internal defect detection but face cost and noise chal-
lenges. Current signals offer cost-effective motor diagnostics,
though system-specific. Multi-modal fusion enhances accur-
acy but requires complex integration.

3.1.2. Categorization in terms of techniques used. The
development of diagnostic methods relies on continually
evolving technical approaches and computing algorithms.
From traditional regression analysis to modern DL techniques,
advancements in these technical approaches have significantly
improved the accuracy and adaptability of diagnostic methods.
This section examines these approaches, ranging from rule-
based approaches, statistical modeling approaches, traditional
ML approaches, to DL approaches, discussing their applica-
tion characteristics and advantages in fault detection and fault
diagnosis.

(1) Rule-based approaches
Rule-based approaches use expert knowledge and heuristic
‘if-then’ rules to infer faults based on machine characterist-
ics and fault patterns. While easy to implement and interpret,
its applicability is limited by the predefined rule set, making it
less effective for complex or unknown faults. It is most suitable
for detecting and warning known or simple fault types.

Guo et al devised a diagnosis strategy for variable refriger-
ant flow systems based on expert rules, with the knowledge
derived from expert insights and system characteristics and
encompassing 10 rules for the outdoor unit and 12 for the
indoor unit [130]. This method, which requires no training
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process and is computationally simple, enables easy integra-
tion into the building’s automatic control system for online
fault diagnosis, achieving an overall diagnostic accuracy of
over 85%. In situations where constructing effective rules is
challenging, Chen et al developed a case-based reasoning sys-
temwith a novel similarity measure for fault diagnosis of aero-
engines, retrieving 143 accurately diagnosed cases of success-
fully resolved faults [131]. The system integrates a semantic
graph to capture the relationship between fault parts and fault
modes within the aero-engine tree structure, demonstrating
high retrieval accuracy.

(2) Statistical modeling approaches
Statistical modeling approaches are widely applied in fault
diagnosis by establishing mathematical relationships between
operational parameters and fault characteristics to detect
anomalies and predict fault trends. These methods effect-
ively infer system states under data uncertainties by leveraging
probabilistic distribution models. Statistical modeling is par-
ticularly useful in scenarios where noise or incomplete data
must be handled.

Regression analysis is one of the earliest statistical meth-
ods in fault diagnosis, aiming to establish mathematical rela-
tionships between operational indicators and fault severity for
trend prediction and early detection. Pandya et al applied mul-
tinomial logistic regression to wavelet packet transform fea-
tures of vibration signals in mechanical systems [132], identi-
fying microscopic local defects in bearings and classifying
normal and faulty states with multiple fault types. Jiang and
Yin employed principal component analysis-optimized recurs-
ive regression methods to enhance the detection efficiency of
vehicular cyber-physical systems [133], enhancing suitability
for complex, real-time scenarios. Jufri et al applied regres-
sion on expected power generation under solar irradiance
as input to an SVM model for anomaly detection in photo-
voltaic systems [134], providing a cost-effective and high-
performance fault detection solution. Spataru et al employed
regression models to predict online parameters of photovol-
taic arrays [135], detecting power losses by comparing pre-
dicted and measured output power values. Principal compon-
ent analysis is also a widely used technique in fault dia-
gnosis, focusing on reducing data redundancy through dimen-
sionality reduction by extracting key features. Bencheikh
et al used reduced kernel principal component analysis to
minimize redundancy in temperature, pressure, speed, and
current signals [136], significantly enhancing the robust-
ness and sensitivity of fault diagnosis in cement rotary
kilns.

(3) Traditional ML
Traditional ML approaches diagnose faults by learning from
historical data to extract fault characteristics and classify oper-
ational states. These methods identify fault patterns by ana-
lyzing data and distinguishing between normal and faulty
states based on learned features. Traditional ML approaches
do not rely on domain knowledge and can handle complex

fault patterns, and they have unique advantages depending on
application scenarios and data characteristics.

SVMs are classification methods based on statistical learn-
ing theory, separating fault patterns by constructing optimal
hyperplanes in high-dimensional space. Their core concept
is identifying decision boundaries that maximize the classi-
fication margin, ensuring strong generalization. SVM-based
models are widely used for fault diagnosis in bearings, gear-
boxes, motors, and rotor systems [137–140], with improve-
ments focusing on enhancing SVM models and improving
optimization algorithms. Model enhancements have led to
advanced versions addressing diverse diagnostic needs. Li
et al improved SVM with least squares to enhance computa-
tional efficiency in planetary gearboxes [141, 142], while Qiao
et al tailored one-class SVM focusing on efficient anomaly
detection only instead of fault diagnosis [143]. Heidari and
Li et al developed Wavelet SVM and multi-kernel SVM to
address the non-stationary signals of gearboxes and the oper-
ational data deviations, such as temperature and flow, in gas
turbines [144, 145]. On the other hand, algorithmic optimiza-
tions further increase SVM applicability and efficiency, par-
ticularly for high-dimensional data and complex diagnostic
scenarios. Cuong-Le et al introduced particle swarm optim-
ization to improve the training efficiency [146]. Yin and Li
et al developed heuristic search algorithms for model para-
meter selection [147, 148], while Alcaraz et al designed a bi-
objective evolutionary algorithm to optimize feature selection
in SVM models [149].

MLmethods have offered valuable alternatives for address-
ing diverse diagnostic challenges. Gohari and Eydi employed
k-nearest neighbor and decision tree algorithms to detect
shaft unbalance under conditions of small sample sizes and
clear feature distributions [150]. Praveenkumar et al utilized
decision trees to model normalized time-domain vibration
data, achieving efficient gearbox gear fault recognition [151].
Zhang et al further combined this approach with weighted
minority oversampling to improve diagnostic accuracy under
imbalanced data conditions [152]. Tang et al applied ran-
dom forests to model fault characteristic vectors of rolling
bearing envelope spectra [153]. Mayadevi et al used fuzzy
clustering to describe the boundaries of extracted parameters
under different fault conditions, enabling the detection and
diagnosis of drive faults in an induction motor drive system
[154]. Dattachaudhuri et al incorporated domain knowledge of
different non-healthy states into an NN through the construc-
tion of an expert system [155], enhancing the interpretability
of the diagnostic results and addressing the ‘black-box’ issue
inherent in the diagnostic process [156].

(4) Deep learning
DL approaches have gained attention for processing large-
scale, complex data. It automatically extracts features from
raw sensor data and models nonlinear relationships through
multi-layer NNs, effectively identifying hidden fault char-
acteristics. Despite high diagnostic accuracy, these meth-
ods demand substantial computational resources and large
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datasets, making them ideal for large-scale industrial systems
and complex fault diagnosis.

Jin et al used deep belief networks to learn vibration com-
ponents (Intrinsic Mode Functions) of train axle box bear-
ings obtained via optimized variational mode decomposition,
addressing weak fault diagnosis in train axle bearings [157].
Tian and Xu applied deep belief networks to process multi-
source signal features from both time and spatial dimensions,
achieving fault diagnosis and early warning for reciprocat-
ing compressors [158]. Ruan and Choudhary et al employed
CNNs to extract spatial and temporal features of bearing vibra-
tions and acoustic signals [159, 160]. Wang, Chen, and Yang
et al employed different variants of autoencoders to learn low-
dimensional data representations for energy systems and rotat-
ing machinery [161–163], facilitating data compression and
feature extraction. Dao andWang et al applied long short-term
memory and GRUs to capture long- and short-term depend-
encies in time-series data [164, 165], improving the accur-
acy of hydroelectric turbine fault diagnosis and nuclear power
plant diagnostics when combined with graph convolutional
networks. Fang and Du et al utilized generative adversarial
networks to generate high-quality synthetic data [166, 167],
enhancing diagnostic accuracy for analog circuits and HVAC
systems under limited fault data. Imane et al further combined
dual-threshold attention to diagnose under speed fluctuation
conditions [168]. Despite challenges such as training instabil-
ity, DL’s exceptional feature extraction capabilities and flex-
ible architectures offer immense potential for improving dia-
gnostic accuracy and robustness in complex scenarios.

Following the reviewed diagnostic techniques, rule-based
approaches offer interpretability but struggle with complex
faults due to rigid rule sets. Statistical modeling excels in hand-
ling noisy data, yet its reliance on predefined relationships lim-
its adaptability. Traditional ML provides robust classification
but requires manual feature engineering. Deep learning auto-
matically extracts complex features, achieving high accuracy
in large-scale systems, but it demands significant computa-
tional resources.

3.1.3. Categorization in terms of application objects. By
application objects, we refer to the target engineering system
whose safe and reliable performance needs to be ensured. To
achieve effective fault detection and fault diagnosis on such
systems, we must utilize their unique features in structure,
working physics, failure modes, and operation environment
dynamics. As a result, many diagnostic methods tailored to
specific application objects such as batteries, bearings, gas tur-
bines, and wind turbines have been reported. In the follow-
ing, we review reported diagnostic methods for some of these
application objects.

(1) Battery
Battery faults typically fall into three categories: overcharging,
over-discharging, and internal or external short circuits. These
faults, if not detected and corrected early, cause safety issues
and reduce battery lifespan. Reported diagnostic methods for

batteries can be divided into threshold-based methods, model-
based methods, and data-driven methods.

Threshold-based diagnostic methods monitor key battery
parameters (e.g. voltage, current, and temperature) to detect
when they exceed predefined thresholds and thus identify
faults [169, 170]. This method is simple, highly responsive,
and effective in quickly addressing common faults such as
overcharging and over-discharging, preventing severe safety
incidents. However, its limitations lie in its reliance on latent
symptoms and its dependency on pre-defined threshold set-
tings, which may lead to misjudgments or missed detections.
Model-based diagnostic methods rely on mathematical mod-
els of the battery’s physical and chemical behaviors, includ-
ing electrochemical models, equivalent circuit models, and
black-box models. Electrochemical models use a series of
highly nonlinear differential equations to describe the internal
material transport and exchange processes of the battery [171].
While this approach can offer a deeper analysis of battery
dynamics during charging and discharging, it is costly and
difficult to implement. Equivalent circuit models use com-
binations of resistors, capacitors, and inductors to simulate
the dynamic characteristics of the battery [172, 173]. These
models are simple and computationally efficient, making them
the most widely used in practice, though they have weak
physical significance and limited capability for diagnosing
complex faults. Data-driven models, on the other hand, use
large amounts of current and voltage data and DL approaches
[174, 175] to characterize the input-output relationship of
the battery. This intelligent diagnostic approach can handle
complex nonlinear relationships, but its excessive reliance
on training data may pose challenges in adapting to new
conditions.

(2) Bearing
Bearings are critical components in rotating machinery, dir-
ectly affecting system performance and lifespan. Common
faults such as pitting, cracking, wear, and lubrication failure
can lead to increased vibration, noise, and evenmachine down-
time. Many diagnostic methods for bearings have been repor-
ted in the literature [176–178]. These methods can be divided
into signal processing-based methods and AI-based methods.

Signal processing-based methods tap into the time domain
and the frequency domain of CM signals such as vibra-
tion, acoustic emission, and temperature to detect and dia-
gnose faults [179–181]. These methods typically use time-
domain, frequency-domain, and/or time–frequency domain
feature extraction techniques, such as envelope analysis,
wavelet transforms, and empirical wavelet decomposition,
to extract characteristic frequencies of fault patterns [182–
184]. These methods are simple to implement and particularly
effective for stationary signals. However, they are sensitive to
noise and highly dependent on effective signal preprocessing
and feature extraction, making them less adaptable to com-
plex and/or non-stationary operating conditions. AI-based dia-
gnostic methods are data-driven, automatically extracting fault
features and classifying them using ML and DL technologies.
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Traditional ML methods, such as SVM and random forests
[185, 186], rely on manually designed features and classi-
fication models, making them suitable for structured data
diagnosis. Recently, DL methods have emerged [187], cap-
able of automatically learning complex features from multi-
dimensional, unstructured data, enabling end-to-end fault dia-
gnostics. AI-based methods excel at handling complex nonlin-
ear problems and multi-source data, particularly under condi-
tions involving multiple faults and dynamic operating scen-
arios. However, these methods require high-quality train-
ing datasets and computing resources, and there are higher
demands for model interpretability and generalization of these
models.

(3) Gas turbine
Gas turbines play a critical role in power generation, aircraft
propulsion, and transportation. Despite extensive research on
gas turbine health management, diagnostic methods specific to
these applications often have limitations due to their dynamic
operating conditions. This section discusses diagnostic meth-
ods for gas turbines used in power generation and aircraft tur-
bofan engines.

Gas turbines are key equipment in power generation sys-
tems. Early fault detection is crucial to ensure continuous
power generation, reliability, and safety [188]. Combustion
systems and hot gas path components are key parts, as high
temperatures and fluctuating fuel flow rates can easily lead to
faults [189]. Methods such as extreme learning machine and
stacked denoising autoencoders have proven effective for early
fault detection in gas turbines [190]. Additionally, cluster-
ing analysis methods, such as hierarchical clustering and self-
organizing map NNs, have demonstrated better performance
than traditional principal component analysis [191]. Deep NN
models have achieved significant results in predicting RUL for
various applications, but they are often limited to single faults
[192]. To address this, anomaly detection and RUL estim-
ation methods based on SVM and long short-term memory
NN have emerged, capable of integrating the effects of mul-
tiple faults [193]. Additionally, due to the lack of labeled data,
semi-supervised statistical models based onDL have been pro-
posed to detect anomalies by performance differences [194].
Advanced techniques based on DL and clustering analysis can
cope with complex dynamic operating conditions [195].

(4) Wind turbine
Wind turbines are key equipment in renewable energy gener-
ation, and their performance directly affects energy produc-
tion. Common faults include gear wear, lubrication failure,
and bearing damage, which can result in increased vibration,
noise, or downtime.Wind turbine fault diagnostic methods can
be generally categorized into model-based, signal-based, and
data-driven approaches.

Model-based methods involve establishing physical or
mathematical models to simulate the operational states of wind
turbines, thereby identifying potential faults. These methods
typically use dynamic models, fault models, or system sim-
ulations to detect anomalies by comparing normal and faulty
states. In recent years, nonlinear dynamic models have been

applied to analyze gearbox faults [196]. However, due to
the complexity of wind turbine systems, these models face
challenges in terms of modeling accuracy and adaptability.
Finite element method simulations have also been used for
dynamic simulations [197] to model the dynamic response
of gearbox faults, achieving good detection results. Although
model-based methods provide in-depth physical explanations,
their complexity and accuracy requirements make them diffi-
cult to apply in real-world, dynamic operating environments.
Signal-basedmethods analyze signals such as vibration, noise,
and temperature generated by wind turbines during opera-
tion to identify faults. These methods extract characteristic
fault frequencies or patterns using time-domain, frequency-
domain, or time–frequency-domain analysis techniques [198,
199]. The advantages of these methods lie in their real-time
capabilities and ease of implementation, especially for early
fault detection. However, they are highly sensitive to noise
and have poor robustness in complex conditions, requiring
strong signal preprocessing capabilities. Data-driven methods
have emerged with the rapid development of AI technologies.
These methods analyze large volumes of operational data to
automatically extract potential fault features, classify them,
and make predictions. Deep NNs have been widely applied
to process SCADA data and vibration signals from wind
turbines [200]. These techniques can effectively detect gear-
box faults and other fault modes. Data-driven methods using
SCADA data and ML techniques to model and extract fault
features from massive datasets, identifying abnormal patterns
in wind turbine operations. They offer efficient and flexible
advantages [201].

Building on the exploration of diagnostic methods, bat-
tery diagnostics balance simplicity in threshold-based meth-
ods against adaptability in data-driven models, yet struggle
with complex fault detection. Bearing diagnostics excel in sig-
nal processing for stable conditions but falter under noise, with
AI methods offering versatility at the cost of data dependency.
Gas turbine diagnostics leverage deep learning for dynamic
environments, though often limited to single faults. Wind
turbine methods, spanning from model-based to data-driven,
provide insights but face complexity and noise challenges.

To summarize, we have reviewed intelligent reliability
assurance approaches in the aspect of fault detection and fault
diagnosis. Our next section focuses on health assessment and
RUL prediction.

3.2. Health assessment and RUL prediction

With the rapid development of Industry 4.0 and smart man-
ufacturing, intelligent health assessment and RUL prediction
have become popular research topics in fields such as mechan-
ical engineering, electronics, and energy [202, 203]. By lever-
aging advanced data analysis and modeling techniques, the
efficiency and accuracy of health assessment and RUL pre-
diction can all be improved. This section provides an over-
view of research on intelligent health assessment and RUL
prediction from the three perspectives of data types, technical
approaches, application objects, and uncertainty quantifica-
tion. Figure 5 provides themulti-dimensional taxonomy of this
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Figure 5. Multi-dimensional taxonomy of health assessment and RUL prediction.

section of the review focusing on health assessment and RUL
prediction.

3.2.1. Categorization in terms of types of data used. The
type of data plays a crucial role in shaping the analysis
approaches and determining the effectiveness of the models
employed. Different types of data can provide unique insights
into the health condition of engineering systems. The primary
categories of data types are as follows.

(1) Vibration data
Vibration data reflects the dynamic behavior of mechanical
components, capturing degradation phenomena such as wear
and fatigue. By applying time-domain, frequency-domain, and
time–frequency analyses, characteristic patterns of faults can
be extracted, enabling early detection and risk mitigation. Yin
et al [147] proposed a health assessment method that util-
izes genetic algorithms and support vector data descriptions
to predict RUL based on vibration trends. Aivaliotis et al [62]
integrated physical gear models with vibration-based monit-
oring to quantify uncertainty in RUL prediction, enhancing
estimation accuracy. Aydemir and Acar [192] introduced an
anomaly monitoring strategy that identifies critical shifts in
vibration signals, marking degradation onset and improving
RUL estimation under varying conditions. Ruan et al [92]
developed a lightweight CNN optimized for vibration-based
fault diagnosis and RUL prediction, making real-time mon-
itoring feasible in resource-constrained environments. These
advancements reinforce the role of vibration data in PdM,
enabling precise fault detection and RUL estimation.

(2) Image and video data
Image and video data play a crucial role in machinery CM and
RUL prediction by providing direct visual insights into com-
ponent degradation. Machine vision techniques enable sur-
face texture analysis for fault detection, as reviewed by Liu

et al [204]. Acoustic imaging using phasedmicrophone arrays,
discussed by Merino-Martínez et al [205], captures sound-
based fault signatures that complement visual inspections.
Opticalmicroscopy offers high-resolution defect identification
[206], while thermal imaging detects temperature anom-
alies indicative of early faults [207]. High-speed video fur-
ther aids in analyzing dynamic failure mechanisms such as
crack propagation and impact damage [208]. Recent advances
in DL have enhanced image-based diagnostics using event-
based cameras, as demonstrated by Li et al [209]. These
developments significantly improve automated health assess-
ment and RUL prediction, making image and video data a
powerful complement to traditional vibration and acoustic
methods.

(3) Ultrasonic data
Ultrasonic testing is a non-destructive technique that uses
high-frequency sound waves to detect internal defects and
assess material integrity. It is widely applied for identify-
ing cracks, corrosion, and voids in structural components.
Laser ultrasonic techniques enhance defect detection in com-
posites by improving signal resolution and sensitivity [210].
Advances in non-destructive testing have improved defect
characterization and material assessment [211]. Ultrasonic
methods also enable early corrosion detection, reducing fail-
ure risks in industrial applications [212]. DL and computa-
tional models further refine the analysis of anisotropic acous-
tic properties, enhancing diagnostic precision [213]. In prac-
tice, ultrasonic-guided wave technology enables long-range
pipeline corrosion monitoring with high accuracy [214]. In
aerospace, laser ultrasonic testing ensures real-time struc-
tural integrity assessment for high-performance components
[215]. Ultrasonic-based mechanical characterization tech-
niques support damage evaluation in advanced composite
materials, allowing precise assessment of internal structural
changes [216].
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(4) Other sensor data
In addition to the previously mentioned types, sensor data such
as temperature, torque, and current are also useful for health
monitoring, providing valuable insights into system behavior
and operational conditions. In machining, tool CM in milling
processes enhances product quality, reduces downtime, and
extends tool life. It uses multi-sensors and ML to predict tool
wear, breakage, and RUL, addressing challenges in sensor
integration and data analysis. This allows for proactive main-
tenance and improved process efficiency [217]. Similarly, flex-
ible temperature sensors are vital for wearable devices that
monitor body temperature, which reflects human health status.
These sensors, designed for real-time, sensitive detection, face
challenges from environmental influences on body surface
temperature. Advancements in sensor materials and fabrica-
tion have improved their sensitivity and accuracy, supporting
better health assessment [218].

Building on the discussion of data types, vibration data
remains fundamental for capturing mechanical degradation,
enabling early fault detection and RUL estimation through
time-domain, frequency-domain, and time–frequency ana-
lyses. Image and video data provide visual insights into com-
ponent degradation, enhancing fault detection and RUL pre-
diction with machine vision and deep learning techniques.
Ultrasonic data enables non-destructive testing, detecting
internal defects and assessing material integrity using high-
frequency sound waves. Other sensor data, such as temper-
ature, torque, and current, offer valuable insights into system
behavior and operational conditions. Recent advancements in
ML and data fusion have improved the accuracy and reliability
of health monitoring and RUL prediction, though challenges
remain in integrating multiple data types and ensuring scalab-
ility and robustness.

3.2.2. Categorization in terms of technical approaches.
Various approaches have been developed to achieve the health
assessment and RUL prediction in academic literature. These
prediction approaches can be categorized into four types:
physics-based models, statistical models, ML models, and
hybrid data-physics models [219].

(1) Physics-based model
Physics-based models rely on understanding the fundamental
degradation mechanisms of materials and components [220].
These models are grounded in physical laws and principles,
allowing for precise predictions under well-defined condi-
tions. A common example is the Paris–Erdogan model [166],
which describes crack growth in materials based on stress
intensity factors. Furthermore, many improved versions of the
Paris–Erdogan model have been introduced in the field of
RUL prediction by capturing the relationship between crack
propagation and stress cycles [221, 222]. Over time, several
adaptations have emerged to enhance its applicability, includ-
ing the Trantina–Johnson method [223, 224], which uses stat-
istical approaches to construct relationships between stress

variations and crack propagation; the Walker method [225,
226], which accounts for mean stress effects on crack growth
rates; and the Forman method [227], focusing on surface crack
growth through empirical relationships. Some physics-based
models are grounded in wear mechanisms [228]. Models in
this category often incorporate cumulative damage theories,
such as Miner’s rule [229]. While physics-based models can
be highly accurate, their effectiveness is often limited by the
complexity of the systems being modeled and the availability
of detailed physical data.

(2) Statistical model
Statistical models focus on analyzing historical data to fit
degradation trends and predict future performance [230].
These models of RUL prediction utilize data observa-
tions to characterize the probabilistic behavior of degrad-
ation processes, which fit available observations into ran-
dom coefficients or stochastic process models using prob-
abilistic methods [231]. Common statistical models include
the auto-regressive models, Wiener process, Gamma pro-
cess, Markov chain, and inverse Gaussian process [219].
Many review works of literature have systematically outlined
the progress of statistical models in degradation modeling,
emphasizing the challenges associated with incomplete data
scenarios [232]. Here, we provide a brief overview of various
models.

Auto-regressive models use past observations to predict
future values, making them well-suited for time-series data
where historical behavior influences future trends [233]. Auto-
regressive models are particularly popular due to their simpli-
city and effectiveness, widely applied in fields such as finance,
engineering, and climate research [234]. Wiener processes
model continuous-time random motion, effectively capturing
the random fluctuations affecting degradation over time [235].
The Gamma process models gradual, non-negative, cumulat-
ive degradation effectively and captures the stochastic vari-
ability in wear and fatigue, making it suitable for systems
with continuous degradation trends [236]. Inverse Gaussian
processes provide a flexible framework for modeling time
until failure, accommodating varying degradation rates and
non-linear trends [86]. This adaptability makes them particu-
larly useful in applications where degradation patterns change
over time. Markov chains model systems where future states
depend only on current conditions [237]. This memoryless
property enables the modeling of discrete degradation pro-
cesses, making it suitable for decision-making for mainten-
ance interventions.

Statistical models have good performance in scenarios
with sufficient historical data. However, they may struggle
to account for the physical mechanisms driving degradation,
making them less effective in complex systems without well-
defined statistical relationships.

(3) ML model
ML models have gained significant attention in health assess-
ment and RUL prediction due to their powerful ability to
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handle high-dimensional, nonlinear data [238, 239]. Unlike
traditional physics-based or statistical models, ML mod-
els focus on learning machinery degradation patterns dir-
ectly from available observations, making them particu-
larly effective for complex systems. This data-driven nature
enables remarkable flexibility in degradation relationship
construction, providing good results even when detailed phys-
ical knowledge is limited [240].

ML models can be broadly categorized into shallow ML
and DL [241]. In shallow learning methods, SVM is effect-
ive for classification tasks by finding optimal hyperplanes that
separate different classes [242]. In addition, decision trees and
random forests offer interpretability, allowing users to under-
stand the decision-making process behind predictions [243,
244]. Expert systems represent another category within shal-
low learning approaches [245]. These systems use a know-
ledge base and a set of rules to simulate the decision-making
ability of a human expert. In contrast, DL methods lever-
age NNs to automatically learn features from raw data, mak-
ing them well-suited for more complex datasets [246, 247].
Techniques like CNNs [248] are good at processing image and
video data, while recurrent NN [249], long short-termmemory
NN [250], transformer [251], and attention mechanism [252]
effectively capture intricate temporal dependencies in degrad-
ation processes. These DL approaches often outperform shal-
low ML methods, particularly in scenarios characterized by
non-linear relationships and high-dimensional feature spaces
[253]. Moreover, the integration of multi-source data for DL
frameworks enhances RUL prediction capabilities [254]. By
combining data from various sources, such as vibration sig-
nals, images and videos, and environmental parameters, ML
models can provide a more comprehensive assessment of the
degradation process.

(4) Hybrid data-physics model
Hybrid models combine the strengths of the many models
mentioned above, offering a robust framework for RUL pre-
diction. These models attempt to incorporate the advantages of
physical degradation mechanisms or statistical models while
leveraging data to fine-tune predictions. Some studies first util-
izeML and other methods to extract features from degradation
data and construct health indicators. Subsequently, they apply
stochastic degradation process models to analyze the related
degradation trends, thereby predicting RUL [255]. Other stud-
ies incorporate degradation mechanisms into the construction
of DL models, allowing prior knowledge of degradation to
assist in evaluating degradation states [256]. This integration
enhances the ability of DL methods to account for uncertainty
in RUL prediction.

Building on the discussion of technical approaches,
physics-based models offer accuracy under known conditions
but depend on detailed system knowledge. Statistical mod-
els leverage historical data but falter with unclear degrada-
tion patterns. ML models handle high-dimensional, nonlinear
data well but demand large datasets and high computation.
Hybrid models combine these strengths for improved robust-
ness, though their integration remains challenging. Current

research trends favor data-driven and hybrid approaches, with
key gaps in model adaptability and uncertainty handling.

3.2.3. Categorization in terms of application objects.
Intelligent health assessment and RUL prediction are applied
across various domains, each with its specific characteristics
and challenges. We have listed four main categories of
application objects, including batteries, chips, rotating
machines, and mechatronics, as follows.

(1) Battery
With the rise of electric vehicles and renewable energy storage
systems, precise battery health assessment and accurate RUL
prediction have become critical. Battery degradation stems
from factors such as charge cycles, temperature fluctuations,
and electrochemical reactions, necessitating advanced predict-
ive models for lifespan estimation and performance optimiza-
tion. Recent studies have introduced innovative approaches to
enhance battery health assessment. Li et al [257] developed a
variant of long short-term memory NN, leveraging temporal
dependencies in battery degradation data for improved state-
of-health estimation and RUL prediction. Deng et al [258]
proposed a physics-informed NN to model battery thermal
dynamics, integrating electrochemical principles with ML for
more accurate spatiotemporal predictions. Ge et al [259] con-
ducted a comprehensive review of state-of-health estimation
and RUL prognostics, highlighting the evolution from tradi-
tional empirical models to hybrid ML-based approaches. Gou
et al [260] introduced a hybrid data-drivenmethod, fusing stat-
istical and ML techniques to enhance prediction robustness
and adaptability across different operational conditions. These
advancements significantly improve the reliability and accur-
acy of battery health assessment and RUL prediction, address-
ing key challenges in degradation modeling and optimizing
battery management strategies.

(2) Chip
Chips serve as the processing core of modern electronic
devices, playing a crucial role in applications ranging from
smartphones and computers to medical instruments and indus-
trial automation systems. Their reliability is of paramount
importance, as failures can lead to severe functional disrup-
tions in critical systems. Gupta et al [261] conducted a compre-
hensive analysis of system-on-chip architectures, highlighting
how advancements in heterogeneous integration and power-
efficient designs mitigate degradation effects while improv-
ing performance scalability. Ghoneim and Hussain [262]
reviewed the development of physically flexible nonvolatile
memory, showcasing its potential to enhance chip resilience
in next-generation electronics, particularly for the Internet
of Everything applications. Huang et al [263] investigated
electromigration-induced degradation in power grid networks,
integrating thermal stress modeling to improve chip-level reli-
ability predictions. Their study provided valuable insights into
mitigating failure risks in densely packed semiconductor cir-
cuits. These advancements not only deepen our understanding
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of chip degradation mechanisms but also drive the develop-
ment of more robust and adaptive semiconductor technologies,
ensuring greater reliability and extended service life in modern
electronics.

(3) Rotating machine
Rotating machines are widely used in industrial applications
but are prone to degradation due to wear, fatigue, and con-
tinuous operation. Key failure modes can significantly accel-
erate deterioration if not identified early. Therefore, advanced
health assessment and RUL prediction methods are essen-
tial for ensuring reliability and minimizing unexpected fail-
ures. Zhou et al [264] reviewed the RUL prediction meth-
ods with health indicator dependence for rotating machines to
outline the current research status and state-of-the-art meth-
ods. Hou et al [265] used the difference mode decompos-
ition to adaptively extract degradation features from vibra-
tion signals, facilitating long-term RUL prediction. Chen et al
[266] developed an unsupervised health indicator to reduce
the noise influence in the frequency domain, which improves
feature extraction for degradation trend analysis, leading to
more precise RUL estimation. Buzzoni et al [267] introduced
a cyclostationarity-based blind deconvolution method, which
enhances the tracking of progressive degradation in rotating
components, enabling more reliable health trajectory model-
ing. By leveraging advanced signal processing, adaptive fea-
ture extraction, and hybrid physics-informed modeling, these
methods significantly improve the accuracy of health assess-
ment and RUL prediction for rotating machinery.

(4) Mechatronics
Mechatronic systems, combining mechanical, electronic, and
computing elements, are essential in robotics and automa-
tion, yet their complexmechanical–electronic interactions cre-
ate significant challenges for health assessment and RUL pre-
diction. Iqbal et al [268] provided a comprehensive review
of robotic applications in industrial automation, highlight-
ing the increasing demand for real-time CBM and PdM.
Ding and Jia [269] proposed an adaptive performance health
assessment framework designed to work with limited and
unlabeled data, demonstrating its effectiveness in diagnosing
faults under data-scarce conditions. This approach integrates
physics-based modeling with data-driven techniques, signific-
antly improving degradation trend prediction and extending
system lifespan. By leveraging hybrid modeling techniques
and adaptive learning frameworks, modern methods enhance
PdM strategies, ensuring higher reliability and efficiency.

Building on the exploration of application objects, optim-
ized system reliability models have been applied in diverse
engineering applications. Battery diagnostics leverage hybrid
models for accurate degradation prediction but struggle with
complex electrochemical dynamics. Chip reliability bene-
fits from advanced thermal and electromigration model-
ing, yet scalability remains a challenge. Rotating machines
excel with adaptive signal processing for degradation track-
ing, though noise sensitivity persists. Mechatronics integrates
hybrid approaches for complex systems, but data scarcity
hinders robustness.

3.2.4. Uncertainty quantification in health assessment and
RUL prediction. Information on the uncertainty of RUL pre-
diction is a crucial aspect, as it quantifies confidence in the
predictive outcomes of models [270]. It is essential for mak-
ing informed maintenance decisions and managing risks in
industrial applications. The sources of uncertainty can be sum-
marized into two aspects, namely, measurement uncertainty
and model uncertainty [271]. The measurement uncertainty
includes errors in data acquisition from sensors and instru-
ments, which can be influenced by environmental factors, cal-
ibration errors, and sensor drift. For model uncertainty, all pre-
dictive models rely on assumptions and simplifications that
may not fully capture the complexities of real-world systems.
This may result in discrepancies between predicted and actual
performance.

Approaches to assess uncertainty range from probabilistic
methods that assess variability through statistical models [272]
to more advanced techniques like variational inference [273]
and Monte Carlo simulations [274]. Probabilistic modeling,
such as Bayesian methods, allows for the incorporation of
prior knowledge and updating beliefs based on new data [275].
This provides a framework for estimating the uncertainty asso-
ciated with model parameters and predictions. The Monte
Carlo technique involves running multiple simulations using
random sampling of input variables to estimate the distribu-
tion of outcomes [276]. It helps quantify the uncertainty in
RUL predictions by providing confidence intervals and prob-
abilistic forecasts.

Recent advancements in health assessment and RUL pre-
diction leverage diverse data types (e.g. vibration, image,
ultrasonic) and hybrid methodologies integrating physics-
based, statistical, and ML models. These approaches address
uncertainty quantification through probabilistic frameworks
and adaptive techniques, enhancing predictive accuracy
across applications such as batteries, rotating machinery,
and mechatronic systems. By combining multi-source data
fusion, degradation mechanism insights, and real-time monit-
oring, modern strategies enable robust, resource-efficient pro-
gnostics, supporting informedmaintenance decisions in indus-
trial and energy systems.

Building on the analysis of uncertainty quantification,
health assessment, and RUL prediction faces challenges from
measurement and model uncertainties. Probabilistic methods
effectively incorporate prior knowledge to quantify variability,
but rely on accurate data inputs. Advanced techniques, such
as variational inference and Monte Carlo simulations, provide
robust confidence intervals, yet demand high computational
resources. Hybrid methodologies integrating physics-based,
statistical, and ML models enhance accuracy by leveraging
multi-source data, though complexities in real-world systems
persist.

3.3. Maintenance decision-making

Maintenance plays a crucial role in the operational lifespan
of engineering systems. It aims to prevent failures and restore
system performance if failure does occur with minimal costs.
The development of advanced PHM and PdM technologies
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Figure 6. A panoramic view of 3.3 maintenance decision-making.

and computational methodologies has led to the emergence of
novel maintenance paradigms and intelligent decision-making
techniques. We review maintenance decision-making-related
research work from three perspectives, namely, paradigms
of maintenance policies, maintenance characteristics, and
advanced optimization approaches. Figure 6 provides a pan-
oramic view of this section of the review focusing on main-
tenance decision-making.

3.3.1. Paradigms of maintenance policies. The paradigms
of maintenance policies have evolved from RM to PM, and
more recently to CBM and PdM. Corrective maintenance
is a reactive approach that addresses system failures after
they occur, aiming to restore operational status as quickly
as possible. However, RM is unplanned and can lead to
high costs due to unexpected repairs and potential produc-
tion losses. It is useful for non-critical systems and their
components.

PM is proactive, with maintenance activities scheduled in
advance to prevent failures before they happen. Traditionally,
PM has been scheduled at regular intervals based on time
or usage, often referred to as time-based maintenance and
usage-based PM. This approach is still widely used in indus-
trial practices due to its ease of implementation and its the-
oretical basis of lifetime distributions. The selected inter-
val in time or usage plays a critical role in this paradigm.
If it is too short, over-maintenance occurs, and the main-
tenance cost is high. If it is too long, unexpected failures
cause production interruptions and emergency maintenance
with high total costs. This PM practice is useful when the
operating conditions are stable and/or well-controlled and the
lifetime distribution of the target system has a low standard
deviation.

With advancements in sensor technology, real-time monit-
oring of system conditions has become readily accessible. This
has paved the way for CBM, which utilizes CM information
to recommend maintenance activities [277]. CBM allows for
maintenance to be performed only when needed, that is, when
the system or components show signs of deterioration that may
lead to potential failure, thus focusing resources on compon-
ents and systems at risk of failure, rather than following fixed

time or usage schedules. PdM takes CBM a step further by
integrating advanced prognostic methods to predict the RUL
of components and systems. By forecasting the evolution of
system health status and estimating the RUL of components,
PdM enables maintenance to be conducted only when neces-
sary, reducing unnecessary maintenance activities and enhan-
cing overall system reliability [278].

Building on the discussion of maintenance paradigms, RM
addresses failures reactively, offering simplicity but risking
high costs from unplanned downtime. PM proactively sched-
ules upkeep to prevent failures, yet its fixed intervals may lead
to over-maintenance or unexpected failures if poorly timed.
CBM leverages real-time monitoring to target deteriorating
components, improving efficiency but requiring robust sensor
systems. PdM advances this by forecasting RUL, minimiz-
ing unnecessary interventions, though it demands sophistic-
ated prognostics.

3.3.2. Maintenance characteristics. The effectiveness of
maintenance decision-making is influenced by several key
factors, including maintenance efficiency, inspection policies,
and resource consumption.

Maintenance efficiency refers to the quality and effect-
iveness of a maintenance action in restoring or improving a
system’s performance. Three primary models of maintenance
efficiency are commonly used in maintenance optimization:
perfect maintenance, minimal repair, and imperfect mainten-
ance. Perfect maintenance restores the system or component
to its as-good-as-new condition, ensuring optimal perform-
ance. However, it typically involves high costs and signific-
ant time requirements due to the extensive work needed to
fully restore a system to a brand-new state. Minimal repair
is a type of maintenance where a failed system is restored
to the condition it was in just before the failure, essentially
an as-bad-as-old condition. The system becomes operational
again, but its failure intensity remains the same as it was before
the failure. The main goal of minimal repair is to quickly
return the system to service, often at a lower cost. Imperfect
maintenance occurs when a component or system is restored,
but not to its full original perfect condition. It represents a
compromise between perfect maintenance and minimal repair.
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Imperfect maintenance is often used when perfect restoration
is not necessary, but the system must be brought back into a
more reliable state than it would be with minimal repair.

Inspection is a critical activity in determining the need for
maintenance by providing valuable data on system conditions.
From the perspective of inspection accuracy, inspection activ-
ities can be categorized into perfect inspection and imper-
fect inspection. Perfect inspection provides entirely accur-
ate and detailed information about the system’s health con-
dition, while imperfect inspection offers only partial or less
precise information. In terms of frequency and timing, inspec-
tion activities can generally be classified into three categories:
continuous inspection, periodic inspection, and non-periodic
inspection. Continuous inspection involves constant monitor-
ing of system conditions, providing real-time data that allows
for immediate decision-making. This approach is particu-
larly valuable for high-risk or critical systems where failure
could have severe consequences. Periodic inspection involves
checking the system at fixed and predetermined time inter-
vals. Though this approach is more cost-effective, it may fail
to detect signs of deterioration that occur between inspec-
tions. Non-periodic inspection involves inspecting the system
at time-varying intervals. In some industries, periodic inspec-
tions may not be feasible due to high costs, and non-periodic
inspections provide a more cost-effective alternative by focus-
ing on irregular inspection schedules based on system condi-
tions or other triggers.

Maintenance decisions are also shaped by the availabil-
ity and allocation of resources, which can be categorized
into renewable and non-renewable resources [279]. Non-
renewable resources refer to consumables with finite availab-
ility over the planning horizon, including time, cost, and spare
parts. Renewable resources, on the other hand, are resources
required during the execution of maintenance activities but
can be reused after the activity is completed, including repair-
persons, repair facilities, and space, and have been recently
studied in [279, 280]. Maintenance resources, therefore, serve
as a vital constraint in maintenance decision-making. Non-
renewable resources impose a limit on the total number of
maintenance activities that can be executed over the plan-
ning horizon, while renewable resources restrict the number of
maintenance activities that can be performed simultaneously.
Effective management of both types of resources is crucial
to optimizing the scheduling and execution of maintenance
activities [279, 280].

Building on the analysis of maintenance paradigms,
maintenance characteristics, efficiency, inspection policies,
and resource consumption directly impact decision-making.
Perfect maintenance offers full system restoration but at a high
cost, while minimal and imperfect strategies reduce cost at
the risk of incomplete recovery. Similarly, perfect inspections
ensure accuracy but are resource-intensive; imperfect or non-
periodic inspections trade precision for efficiency. Resource
constraints affect scheduling. Key challenges lie in optimizing
imperfect maintenance and inspection under constraints, with
current trends favoring adaptive, resource-efficient strategies
to improve reliability.

3.3.3. Advanced optimization approaches. Maintenance
optimization is frequently formulated as an integer program-
ming or mixed-integer programming model. Traditional math-
ematical programming methods, such as branch-and-bound
algorithms [281], linear programming [282], and dynamic
programming [283], have been employed for maintenance
optimization. While these approaches are effective for main-
tenance problems involving smaller-scale systems, they often
encounter challenges when addressing real-world scenarios
where decision variables are numerous. To overcome the
limitations of traditional methods, heuristic and metaheur-
istic algorithms have been increasingly utilized in mainten-
ance decision-making. These methods aim to identify near-
optimal solutions for complex optimization problems within
a reasonable timeframe. Heuristic algorithms, such as the
greedy search algorithm [284] and priority-based heuristic
[285], provide solutions based on problem-specific know-
ledge and are relatively straightforward to implement. It
is noteworthy that heuristics can also result in poor per-
formance due to the cognitive biases of decision-makers.
Metaheuristic algorithms, including genetic algorithm [286],
simulated annealing [287], and particle swarm optimization
[288], offer more efficient approaches for exploring large and
complex solution spaces.

With the rise of AI, various AI-based methods have
been introduced to the maintenance optimization community.
Reinforcement learning, as a critical paradigm in the field of
ML, has emerged as a powerful and effective tool for solving
complex maintenance optimization problems. Reinforcement
learning learns the optimal policy by interacting with an envir-
onment and receiving feedback in the form of rewards or pen-
alties. In maintenance decision-making, reinforcement learn-
ing algorithms can be used to model dynamic environments,
where the system’s condition evolves over time. The rein-
forcement learning agent learns optimal maintenance policies
through trial and error, maximizing long-term performance.
Deep reinforcement learning, such as the deep Q-network
algorithm [289], deep value network [290], and proximal
policy optimization [291], integrates DL techniques to handle
complex maintenance optimization problems with large state
and action spaces. Deep reinforcement learning leverages the
efficient function approximation and generalization capabil-
ities of deep NNs to handle high-dimensional and continu-
ous state spaces effectively, thereby overcoming the ‘curse of
dimensionality’ faced in engineering applications.

Before moving on to the success stories of intelligent reli-
ability assurance methods, we provide a summary of the meth-
ods reviewed above. In the earliest history of using machinery,
only the run-to-failure practice was used. Statistics-based
methods and physics-based methods were later developed and
applied widely in industrial practices. Nowadays, the con-
sensus is that intelligent approaches for reliability assurance
encompass the advantages of all earlier adopted approaches in
addition to the newly added strength in data processing and
AI. The following table 3 provides a comparative summary
of these approaches in terms of accuracy, computational cost,
data requirements, and typical applications.
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Table 3. Comparative analysis of reliability assurance methods.

Method category Accuracy Computational Cost Data requirement Limitations

Statistics-based methods Medium Medium Medium Requires adequate lifetime data; assume
identical operating conditions.

Physics-based methods Medium Low to medium Small to medium Requires adequate physics experiments;
requires loading measurements

Intelligent methods High High Large Needs large labeled datasets; risk of
overfitting; explainability issues

Intelligent reliability assurance methods have embedded
advantages of the traditional statistics-based and physics-
based methods, with added new powers in data processing
and AI. They offer superior accuracy and are better suited for
nonlinear, multi-sensor data, but they come with high com-
putational costs and demand for large-scale labeled datasets.
Remaining challenges for further development of intelligent
reliability assurance methods will be outlined in section 5.

4. Application stories

Advanced reliability assurance methodologies have already
been successfully applied in various sectors, including high-
speed trains, aircraft engines, electric vehicle batteries,
aerospace vehicles, and nuclear power plants. Figure 7
presents the number of published articles across these fields,
illustrating the increasing research interest and advancements
in intelligent reliability assurance methodologies for complex
engineering systems. This section discusses transformative
applications and success stories from these industries.

4.1. High-speed train

High-speed trains are essential to modern transportation,
where reliability and safety are critical to ensuring opera-
tional efficiency and passenger satisfaction. In recent years, the
field of high-speed train PHM has witnessed rapid growth in
research interest, as reflected in the steadily increasing number
of publications. Cutting-edge approaches such as DL, trans-
fer learning, and hybrid modeling are being widely adopted
to improve fault detection, prediction accuracy, and real-time
monitoring capabilities, paving the way for safer and more
efficient railway systems.

China Academy of Railway Sciences has implemented
a bogie CM system on high-speed trains [292]. This sys-
tem deploys temperature sensors, velocity sensors, pressure
sensors, and frequency sensors for real-time CM. The bogie’s
condition data is transmitted via a communication network to
a central data center. Subsequently, the data center performs
fault diagnosis for bogie frame faults, bearing faults, wheel-
set faults, gearbox faults, motor faults, and air spring faults
using an adaptive multi-sensor fault diagnosis method based
on the residual-squeeze graph attention network model built
on a residual-squeeze network framework. This model con-
structs a directed graph for the bogie system. It captures spati-
otemporal features by leveraging sensor data correlations and

integrates a graph attention network to replace traditional con-
volutions with node aggregation operations. This approach
significantly reduces data redundancy while enhancing the
accuracy of fault feature extraction. The model employs six
units to extract features under six distinct operating conditions
and utilizes a global average pooling layer for classification.
Numerical results indicate that the model achieves an average
classification accuracy of 95.31% across six datasets, demon-
strating exceptional robustness on small-scale datasets, main-
taining an accuracy of 85.65% even when the dataset size is
reduced by 50%. Comparative and ablation studies validate the
critical role of the residual-squeeze net framework and graph
attention network units in fault classification. Compared to tra-
ditional methods and other graph NN-basedmodels, the model
achieves a balanced trade-off between accuracy and efficiency,
enabling the rapid integration of spatial features for bogie sys-
tems. This method has been preliminarily deployed in railway
management data centers, providing essential technical sup-
port for the safety and health management of high-speed trains
in operation.

For the NanningMetro Line 1 [293], key components prone
to failure, such as the axle box and gearbox, were studied
in depth. By analyzing historical maintenance records, fault
characteristics such as screw plug damage, dustproof plug
loss, gearbox paint peeling, and oil leakage from injection
holes were identified using Pareto chart analysis and FMEA.
An improved Beluga whale optimization algorithm was pro-
posed for parameter estimation of a three-parameter Weibull
distribution model. By introducing mechanisms for global
exploration, local exploitation, and iterative validation, a total
cost model was constructed that comprehensively considers
fault risks and maintenance costs. The optimization capab-
ility of the model was enhanced by integrating the particle
swarm optimization algorithm with Lévy flight mechanisms.
Experimental results indicate that the axle box and gearbox,
identified via Pareto analysis and FMEA, are critical com-
ponents of the bogie system. The axle box exhibits a higher
failure rate than the gearbox. Further analysis demonstrates
that the improved Beluga whale optimization algorithm out-
performs traditional algorithms by effectively avoiding local
optima when fitting actual fault distribution data. Under dif-
ferent risk factor conditions, optimization analysis shows that
when the fault risk factor is 2.34, the axle box achieves high
reliability and availability while maintaining low mainten-
ance cost rates, reflecting excellent economic and safety per-
formance. This enhances system stability and sustainability,
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Figure 7. Publications by year retrieved from Web of Science (1990–2024).

providing theoretical support and technical assurance for the
cost-effective operation of metro systems.

Changchun Railway Vehicles Co. conducted degradation
state evaluations for the bogies of the CRH3-380 high-
speed train [294]. Key features such as temperature, vibra-
tion, and impact signals were collected using four homogen-
eous sensors. A three-layer predictive framework for real-time
degradation state analysis was proposed based on a Belief
Rule Base model with a priority scheduling strategy. The
first layer adopts a time-series prediction model that predicts
future states using historical data through a multi-module
belief rule base. Each module processes a single feature’s
time series as input and outputs predictions for the next time
step. The Akaike information criterion is utilized to select
the most suitable time lag, enhancing the model’s ability to
capture temporal dependencies while preventing overfitting.
The second layer introduces grey relational analysis, dynam-
ically adjusting feature priorities based on their correlation
with operational health states. High-priority features, such as
temperature and vibration, are selected as inputs for the next
layer. The third layer establishes a health state assessment
model that classifies bogie health into three states: healthy,
sub-healthy, and faulty. The healthy state corresponds to low
vibration amplitudes and natural temperatures, the sub-healthy
state to moderate values, and the faulty state to high amp-
litudes. Experimental results show that the online-updated
belief rule base model accurately fits dynamically changing
data, reducing the mean squared error of health state predic-
tions from 0.3740 in the initial model to 0.0633, with the best

performance for the healthy and the faulty states. The prior-
ity scheduling strategy effectively matches system dynamics,
significantly improving the accuracy of real-time health state
assessments.

4.2. Aircraft engine

Aircraft engines are vital to modern aviation, where perform-
ance and reliability are critical to ensuring operational safety
and passenger confidence. In recent years, the field of air-
craft engine PHM has experienced significant growth, as evid-
enced by a rising number of research publications. State-of-
the-art techniques, including DL, domain adaptation, and DT
modeling, are increasingly employed to enhance fault detec-
tion, improve predictive accuracy, and enable real-time health
assessment, contributing to safer and more efficient aviation
operations.

Nanjing University of Aeronautics and Astronautics has
developed a fault mode identification method for the gas
path of twin-shaft turbofan engines [295]. A simulation study
with varying flight altitudes and Mach numbers generated
11 488 data samples, including 4424 normal samples and 1766
samples each for fan faults, high-pressure compressor faults,
high-pressure turbine faults, and low-pressure turbine faults.
To optimize the identification process, the generalized robust
kernel extreme learning machine was introduced. It restruc-
tures the dual optimization problem and employs an altern-
ating iterative optimization algorithm to address non-smooth
issues. Its objective function incorporates an empirical risk

21



J. Reliab. Sci. Eng. 1 (2025) 032004 Topical Review

minimization term and a regularization term, where the reg-
ularization enforces a sparse output weight structure using
an ℓ2, 1-norm. During optimization, the algorithm dynamic-
ally adjusts node importance by computing the diagonal ele-
ments of a sparse coefficient matrix and minimizes the loss
function by updating the weight matrix α. The iterative pro-
cess typically converges within 20 cycles, with theoretical
guarantees of monotonicity and convergence. Experimental
results demonstrate that the node selection process effect-
ively reduces redundancy between training samples and hid-
den nodes, lowering computational costs and significantly
improving real-time performance during testing. The method
achieves high classification accuracy even with limited train-
ing data, providing an innovative solution for aero-engine
health assessment and fault prediction.

Beihang University conducted studies on turbofan engine
performance degradation under multiple operating conditions
to predict RUL [296]. Using data from 14 key sensors, includ-
ing temperature, pressure, and rotational speed, researchers
generated fixed-length time-series segments through normal-
ization and sliding window processing. Window sizes ranged
from 15 to 30, depending on dataset characteristics, with each
segment labeled by its corresponding RUL. The degradation
process was modeled using a piecewise linear approach, and a
hybrid framework combining a channel-attention-based CNN
and a time-attention-based transformer model was proposed.
The CNN extracts degradation features from sensor data,
emphasizing critical features via channel weighting mech-
anisms, while the transformer captures long-term temporal
dependencies through multi-head self-attention mechanisms.
The final features are dimensionally reduced via a fully con-
nected layer for RUL prediction. Experimental results indic-
ate that this framework significantly reduces mean squared
errors in RUL predictions and demonstrates robust perform-
ance under complex conditions and multiple fault modes.
Moreover, its ability to maintain high performance with small
windows and low-dimensional features highlights its advant-
ages in feature redundancy control and model simplification.
The study strikes an effective balance between prediction
accuracy and model efficiency, providing key technological
support for aero-engine health management.

A collaborative team from the University of Glasgow, the
University of Cambridge, and Rolls-Royce developed a reli-
ability modeling framework for civil aero-engines using real-
world historical maintenance records under varying opera-
tional conditions [297]. The study employed two lifecycle
metrics: flight hours and flight cycles, and used a Copula-
based model to integrate their marginal distributions, account-
ing for their combined contributions to reliability assessment.
To overcome the limitations of traditional parametric meth-
ods, a non-parametric approach based on Monte Carlo simu-
lation was proposed, optimizing the dependency parameters to
enhance model accuracy. A reliability contour map was con-
structed through dimensionality reduction, simplifying three-
dimensional reliability surfaces into two-dimensional repres-
entations for practical application. The framework employs an

iterative dynamic grid search to identify optimal maintenance
intervals under different flight conditions, maximizing fleet
availability. Furthermore, a visualization tool was developed
to integrate reliability contour maps with operational traject-
ories, enabling both individual and fleet-level health assess-
ment and resilience analysis. This tool combines reliability
assessment, maintenance interval optimization, and RUL pre-
diction, offering efficient and intuitive decision-making sup-
port for aero-engine operations and maintenance.

4.3. Electric vehicle battery

Electric vehicles have rapidly emerged as a cornerstone of sus-
tainable transportation. A key component of electric vehicles
is the lithium-ion battery, which serves a critical role in power-
ing the vehicle and significantly impacts its performance,
lifespan, and safety. As the adoption of electric vehicles con-
tinues to grow, ensuring the reliability of lithium-ion batter-
ies has become a primary focus of R&D. While lithium-ion
batteries offer high energy density and long cycle life, they
are susceptible to various reliability issues, including degrad-
ation from overcharging, overheating, and internal short cir-
cuits. Additionally, factors such as charge–discharge cycles,
environmental temperature, and loading conditions can accel-
erate battery aging, compromising the overall performance of
the vehicle. Therefore, ensuring the reliability and safety of
lithium-ion batteries is essential for the long-term success of
electric vehicles.

To address these challenges, several vehicle manufactur-
ers, battery enterprises, and supervisory organizations, such
as Huawei, CATL, BYD, and Tesla [298], have developed
advanced electric vehicle battery management systems. These
systems integrate a variety of advanced models and algorithms
and have seen successful practical applications. By leveraging
real-time data from sensors embedded within the battery, these
systems monitor key parameters such as voltage, temperature,
and state of charge.With the help of AI-driven algorithms, they
can predict potential failure points and provide insights into
battery health, enabling proactive maintenance and optimized
energy management.

4.4. Aerospace vehicle

The space industry haswitnessed tremendous advancements in
recent decades, ranging from satellite communication to deep
space exploration. As space missions become increasingly
complex, ensuring the reliability of space systems, from satel-
lites to deep space exploration vehicles, has become critical.
Space systems face unique challenges, including exposure to
extreme radiation, micrometeoroid impacts, thermal cycling,
and prolonged operations in vacuum conditions. These harsh
conditions contribute to the degradation of materials and com-
ponents over time, leading to potential failures. Furthermore,
the remoteness of space systems makes traditional mainten-
ance techniques infeasible, as manual inspections and repairs
are often not viable, especially for deep space missions. For
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satellites and space exploration vehicles, ensuring reliability
requires not only the design of robust systems but also the
ability to monitor and maintain these systems once they are
in orbit, often for many years. In response to these challenges,
advanced reliability assurance methods are being employed,
with an emphasis on in-orbit maintenance, predictive analyt-
ics, and autonomous repair technologies. These methods heav-
ily rely on real-time monitoring, ML, and the integration of
autonomous systems that can detect issues and perform main-
tenance activities in space, thereby reducing dependence on
Earth-based interventions.

One of the most notable examples of intelligent reliability
methods in space systems is the development of robotic ser-
vicing technologies that enable in-orbit maintenance of satel-
lites. A prime example is NASA’s Restore-L mission, which
demonstrates how autonomous robotic systems can be util-
ized for satellite servicing [299]. This mission involves a
robotic spacecraft that performs autonomous rendezvous and
servicing tasks, including refueling, repairing, and replacing
components of a satellite that would otherwise become non-
functional due to wear or malfunction. Using AI algorithms
and real-time monitoring, the system can detect malfunc-
tions or degradation in satellite systems, such as power loss,
communication failures, or sensor damage. Once an issue
is identified, the robot can perform repairs or replace dam-
aged components, extending the satellite’s operational life and
ensuring its continued functionality. This innovation elimin-
ates the need for costly and time-consuming spacewalks or
Earth-based interventions, marking a new era in space system
maintenance.

4.5. Nuclear power plant

The nuclear power industry is vital to global energy produc-
tion, supplying a substantial portion of low-carbon electricity.
As nuclear power plants extend their operational lifespans,
ensuring the reliability and safety of these systems has become
increasingly critical. Nuclear systems face unique challenges,
such as exposure to extreme radiation, thermal cycling, and
degradation of materials due to long-term exposure to high
temperatures and radiation. These challenges can lead to
potential failures, compromising both plant efficiency and
safety. To address these challenges, advanced reliability assur-
ance methods have been developed, with a strong emphasis on
PdM, real-time monitoring, and DT technologies. DTs, virtual
replicas of physical systems, have become a key component of
these methods, enabling plant operators to monitor and predict
the behavior of nuclear components under various operating
conditions and to proactively address potential issues.

One of the leading examples of DT technology in the
nuclear power sector was reported by Electricite De France
Group in France, which has successfully implemented DT
solutions to monitor and maintain the integrity of critical
reactor components [300]. The ‘Nuclear Excellence’ program
developed by Electricite De France integrates sensors with DT
models to simulate the real-time condition of reactor pressure
vessels and other key components. These virtual models con-
tinuously reflect the physical state of the reactor and predict

potential failures based on real-time data, historical perform-
ance, and operating conditions. For instance, the program can
predict the degradation of the reactor vessel and other compon-
ents, allowing operators to anticipate maintenance needs and
reduce unplanned downtime. By simulating various operating
scenarios, DTs enable PdM policies that extend the lifespan of
nuclear reactors and optimize plant performance. The reliabil-
ity assurance for the core systems in the nuclear plant has also
been recently reported in [301].

5. Remaining challenges and prospects

Intelligent reliability assurance methodologies are essential
for the safe and cost-effective operation of engineering sys-
tems in today’s society. As we have reviewed above, signi-
ficant advances have been made over the past many years by
researchers and practitioners in the R&D of these method-
ologies. The paradigms of these reported technologies have
progressed from RM, PM, CBM, RCM, all the way to PdM.
The recent thrust is on the intelligence level of the PHM solu-
tions for large-scale and/or complicated industrial systems.
The recent large-scale foundation models, such as those sur-
veyed by Li et al [302], also demonstrate promising applic-
ations in PHM, particularly in retrieving past case scenarios,
conducting logical reasoning and comparisons, and presenting
reasoning trails to enhance the interpretability of recommen-
ded real-time maintenance decisions. Specifically, we sum-
marize the following areas of challenges that deserve further
efforts and investigations.

(1) Data standardization, security, and sharing
Data standardization serves as a fundamental prerequisite for
accurate PdM purposes. However, several significant chal-
lenges persist. First, the heterogeneity of data sources in indus-
trial environments—characterized by inconsistent formats,
sampling rates, and naming conventions—hinders seamless
data integration and interoperability. Additionally, the absence
of unified semantic models and standardized metadata impairs
effective data sharing across systems. Data quality issues such
as sensor degradation and faults, missing values, and noise
contamination further compromise the reliability of PHM
models. Moreover, the current landscape of data standards
is fragmented, with limited cross-industry applicability and
poor interoperability, while large volumes of historical data
remain underutilized due to a lack of standardized structur-
ing. Looking forward, the advancement of data standardiza-
tion in PdM should focus on several key directions: developing
unified industrial ontologies and semantic models to ensure
consistent data interpretation; promoting cross-industry stand-
ard systems to enable interoperability; building automated
toolchains for data labeling, cleaning, and transformation;
establishing scalable data middle platforms to support stand-
ardized collection, storage, and service layers; and integrat-
ing edge computing to enhance data timeliness and reliab-
ility. Achieving semantic consistency, automation, platform
integration, and open standards will be critical to enabling
intelligent and scalable PdM systems across industries. These
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hierarchical levels of standardization work need to be accom-
plished via the cooperation of sensor and data acquisition sys-
temmanufacturers, data centers, industry consortia, and stand-
ardization agencies.

Data security and data sharing represent two critical yet
inherently conflicting aspects. On one hand, PdM systems
involve large volumes of sensitive data—such as equipment
conditions, operational parameters, and fault histories—which
remain vulnerable to leakage and cyberattacks due to insuffi-
cient protection mechanisms during data transmission, stor-
age, and access. On the other hand, effective data shar-
ing is essential for enabling collaborative diagnostics and
intelligent decision-making, yet is often hindered by con-
cerns over intellectual property protection, unclear data own-
ership, lack of incentive mechanisms, and inconsistencies
in data formats. Additionally, increasingly stringent require-
ments for data compliance and privacy protection pose fur-
ther challenges to cross-regional data processing. Looking
ahead, future efforts should focus on enhancing data secur-
ity through zero-trust architectures, encryption, and access
control; leveraging blockchain technology for trustworthy
sharing and traceability; developing auditable and privacy-
preserving data platforms; and improving governance frame-
works for data classification, graded authorization, and shar-
ing incentives. By achieving a dynamic balance between ‘trus-
ted protection’ and ‘collaborative sharing’, PdM systems can
evolve toward more intelligent, interoperable, and ecosystem-
oriented solutions.

(2) Edge computing
Sensors inevitably degrade over time due to uncontrollable
external conditions and inherent material degradation, result-
ing in possibly poor quality of the sensing data. Thus, sensor
reliability assurance approaches also deserve further attention.
Furthermore, from the system design perspective, it is also
interesting to explore the optimal sensor placement or CM
system design schemes that can achieve the trade-off between
reliability prediction capability and the additional cost due to
mounting sensors.

Through quality sensors and the data acquisition system,
data of the appropriate type (for example, vibration, video,
and acoustic) with appropriate sampling frequencies or frame
rates at the appropriate time intervals are captured. The stored
raw data must also be linked to peripheral information such as
the type of monitored object, its physical structure parameters,
its possible failure modes, its operation and maintenance his-
tory, and its operation environment. Only if such quality and
complete data are available, can intelligent PHM algorithms
mine the best diagnostic and prognostic knowledge from them.
From such raw data, features such asmean, standard deviation,
and characteristic frequencies may be computed by either edge
computing sensors or central servers (local or cloud servers)
and stored for possible subsequent uses.

(3) PHM methodologies
With more data of various types becoming available, further
development of data processing and information processing
algorithms is needed. Edge computing solutions are needed

to enable dynamic data acquisition and data transmission.
For example, redundant data may be simply dropped instead
of being transmitted to central servers, data acquisition may
be activated on demand instead of periodic acquisition, and
sampling frequency may be adjusted as needed. Edge comput-
ing may also provide local alarms in emergencies. Intelligent
algorithms on central servers have to possess the following
capabilities. Multi-source heterogeneous data fusion techno-
logies are needed to handle the many types of data collected in
parallel from the target object. In actual data processing, they
are capable of taking care of data imbalance issues. They util-
ize transfer learning and self-supervised learning to reduce the
reliance on large amounts of labeled data. High-performance
computing frameworks and distributed training algorithms
can be used to improve the efficiency of massive data
processing.

Complex fault situations may arise in industrial applic-
ations where multiple faults occur alternately or simultan-
eously. When such scenarios arise, characteristic frequencies
of different faults may overlap or interfere with one another.
This situation is complex, as laboratories often focus on single
fault types. Traditional signal processing methods struggle to
effectively separate and identify the characteristic signals of
compound faults, while intelligent diagnosticmodels face high
complexity and inadequate generalization capability when
dealing with multi-modal, multi-source heterogeneous data.
Future research needs to focus on DL methods and founda-
tion models to process, learn, and accumulate knowledge on
such complex application scenarios.

Dynamic reliability assessment and prediction of RUL
utilizing various data/information crossing multiple physical
levels of an individual system are essential to decision-makers.
Reported works associated with the RUL can be regarded as
a dynamic reliability assessment method with data collected
from a single entity (either component or system), because
the reliability function in future time can be mathematically
derived from the probability distribution of RUL. Uncertainty
quantification in dynamically predicted RUL needs further
research.

With the growing complexity of engineering missions, the
deployment of system fleets to collaboratively execute com-
plicated missions has become increasingly common, rather
than relying on a single system. This shift necessitates a trans-
ition in maintenance decision-making from a single-system
mode to a fleet or system-of-systems paradigm. However,
the interdependencies, resource constraints, and heterogen-
eity among systems within a fleet introduce significant chal-
lenges to maintenance modeling and optimization as com-
pared to single-system scenarios. The expanding scale of sys-
tem fleets exponentially increases the computational com-
plexity of maintenance optimization, referred to as the ‘curse
of dimensionality’. Addressing these challenges requires the
development of novel fleet-wide maintenance optimization
models and the adoption of advanced computational tech-
niques, such as deep reinforcement learning, multi-agent deep
reinforcement learning, and large-scale foundation models, to
derive optimal maintenance decisions in a computationally
efficient manner.
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(4) Large-scale foundation model and DT
The application of large-scale foundation models introduces
significant opportunities for intelligent reliability assurance.
However, several critical challenges persist, including a strong
dependence on large volumes of high-quality industrial data,
limited generalization and interpretability, high computa-
tional and deployment costs, and insufficient understand-
ing of industrial semantics and domain-specific knowledge.
Future research and development should focus on construct-
ing domain-specific large-scale foundation models tailored
to industrial scenarios, enhancing their ability to fuse het-
erogeneous data sources and incorporate physical and expert
knowledge. Additionally, techniques such as few-shot learn-
ing and self-supervised training are essential to address data
scarcity issues. Improvingmodel interpretability and trustwor-
thiness will be key to fostering user acceptance, while light-
weight architectures and edge-cloud collaborative frameworks
are needed to enable efficient deployment in real-time indus-
trial environments. Ultimately, the integration of large-scale
foundation models into PdM should evolve toward human–
AI collaborative systems that combine machine intelligence
with expert knowledge. By advancing in areas such as know-
ledge fusion, data-efficient learning, trustworthy AI, and scal-
able deployment, large-scale foundation models are poised
to play a transformative role in the future of PdM, driving
the transition toward more intelligent and ecosystem-oriented
asset management.

DT systems create virtual representations of physical assets
to enable real-time PHMdecisions, demonstrating great poten-
tial in intelligent reliability assurance. However, the prac-
tical implementation of DTs still faces several critical chal-
lenges. These include high modeling complexity, difficulties
in integrating multidisciplinary domain knowledge, insuffi-
cient coordination between data-driven and physics-based
modeling approaches, limited real-time performance due to
computational and resource constraints, and a lack of uni-
fied standards leading to system fragmentation. Future devel-
opment should focus on building hybrid modeling frame-
works that integrate physical principles with data-driven learn-
ing, promoting standardized and modular DT component lib-
raries to support efficient engineering deployment, enhan-
cing edge-cloud collaborative architectures to balance com-
puting demands, and establishing unified data interfaces and
modeling languages to ensure interoperability across het-
erogeneous systems. Furthermore, incorporating AI tech-
niques such as knowledge graphs and causal inference can
enhance semantic understanding and intelligent decision-
making within DT systems. Through continued advancements
in modeling methodologies, system architecture, technical
standards, and ecosystem integration, DTs are expected to
evolve from static representations to dynamic closed-loop sys-
tems and from isolated applications to interconnected multi-
layer ecosystems, thereby unlocking their full potential in
intelligent reliability assurance.

The prospectus on critical engineering systems our society
relies upon is bright as we continue to make progress in devel-
oping intelligent PHM methodologies, solutions, and tools.
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